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EXECUTIVE‌ ‌SUMMARY‌ ‌ 
ARKE‌:‌ ‌The‌ ‌Situational‌ ‌Intelligence‌ ‌Platform‌ ‌for‌ ‌Rapid‌ ‌Emergency‌ ‌First‌ ‌Response‌ ‌ 

PROBLEM‌‌STATEMENT‌ ‌Emergency‌‌Management‌‌in‌‌the‌‌United‌‌States‌‌is‌‌a‌‌$180‌‌billion‌‌dollar‌‌                         
market‌‌that‌‌includes‌‌over‌‌60,000‌‌departments‌‌(fire,‌‌EMS,‌‌and‌‌law‌‌enforcement),‌‌3,000,000‌‌First‌‌                         
Responders,‌ ‌and‌ ‌affects‌ ‌over‌ ‌330‌ ‌million‌ ‌Americans’‌ ‌quality‌ ‌of‌ ‌life‌ ‌annually‌ ‌(Department‌ ‌of‌‌                         
Homeland‌ ‌Security,‌ ‌2017).‌ ‌700,000‌ ‌calls‌ ‌are‌ ‌placed‌ ‌to‌‌911‌‌every‌‌day;‌‌8‌‌calls‌‌per‌‌second.‌‌On‌‌                               
average,‌ ‌it‌ ‌can‌ ‌take‌ ‌9‌ ‌minutes‌ ‌or‌ ‌more‌ ‌for‌ ‌help‌ ‌to‌ ‌arrive‌ ‌(National‌ ‌Emergency‌ ‌Number‌‌                             
Association).‌ ‌Reducing‌ ‌the‌ ‌national‌ ‌average‌ ‌emergency‌ ‌response‌ ‌time‌ ‌by‌ ‌just‌ ‌one‌ ‌minute,‌‌                       
could‌‌save‌‌10,000‌‌lives‌‌each‌‌year‌‌(FCC,‌‌2018,‌‌20).‌‌Inspired‌‌by‌‌this‌‌mission,‌‌Rowan‌‌University‌‌                             
students‌ ‌have‌ ‌developed‌ ‌a‌ ‌next-generation‌ ‌mobile‌ ‌situational‌ ‌awareness‌ ‌platform‌ ‌to‌‌put‌‌First‌‌                       
Responders‌‌on-scene‌‌digitally,‌‌before‌‌they‌‌arrive.‌‌Over‌‌the‌‌past‌‌year,‌‌the‌‌team‌‌has‌‌conducted‌‌                           
extensive‌ ‌market‌ ‌research,‌ ‌developed,‌ ‌and‌ ‌commercialized‌ ‌a‌ ‌cloud-based‌ ‌mobile‌ ‌platform‌‌                   
called‌‌ARKE,‌‌an‌‌‌A‌ctionable‌‌‌R‌eal-Time‌‌‌K‌nowledge‌‌‌E‌ngine.‌‌From‌‌Greek‌‌Mythology,‌‌“Arke”‌‌was‌‌                       
a‌ ‌winged‌ ‌goddess‌ ‌and‌ ‌messenger‌ ‌to‌ ‌the‌ ‌titans;‌ ‌an‌ ‌eye‌ ‌in‌ ‌the‌ ‌sky‌ ‌and‌ ‌a‌ ‌protector‌ ‌in‌ ‌battle.‌‌                                   
Similarly,‌‌the‌‌ARKE‌‌platform‌‌protects‌‌and‌‌empowers‌‌First‌‌Responders,‌‌wherever‌‌they‌‌are,‌‌with‌‌                         
enhanced‌ ‌situational‌ ‌awareness‌ ‌to‌ ‌accelerate‌ ‌informed‌ ‌decision‌ ‌making‌ ‌and‌ ‌save‌ ‌lives.‌‌ ‌  

PROBLEM‌ ‌SOLVING‌ ‌APPROACH‌ ‌‌The‌ ‌Rowan‌ ‌team’s‌ ‌research‌ ‌objective‌ ‌was,‌‌“to‌‌develop‌‌a‌‌                       
scalable‌‌and‌‌holistic‌‌solution‌‌that‌‌addresses‌‌the‌‌unique‌‌operational‌‌Public‌‌Safety‌‌challenges‌‌at‌‌                         
Medium‌‌and‌‌Large‌‌Hub‌‌Airports,‌‌in‌‌a‌‌post-pandemic‌‌world,‌‌by‌‌leveraging‌‌modern‌‌technology”.‌                         
To‌ ‌achieve‌ ‌this‌ ‌objective,‌ ‌the‌‌team‌‌executed‌‌a‌‌comprehensive‌‌literature‌‌review‌‌and‌‌six‌‌month‌‌                           
national‌ ‌market‌ ‌research‌ ‌campaign‌ ‌including‌ ‌surveys,‌ ‌customer‌ ‌interviews,‌‌industry‌‌outreach,‌‌                   
product‌ ‌demos,‌ ‌and‌ ‌focus‌ ‌groups‌ ‌with‌ ‌active‌ ‌First‌ ‌Responders.‌ ‌This‌ ‌resulted‌‌in‌‌a‌‌technology‌‌                           
that‌‌would‌‌enhance‌‌Public‌‌Safety‌‌at‌‌Airports‌‌across‌‌every‌‌stage‌‌of‌‌the‌‌emergency‌‌management‌‌                           
life-cycle‌ ‌by‌ ‌connecting‌ ‌the‌ ‌existing‌ ‌technology‌ ‌infrastructure‌ ‌directly‌ ‌to‌ ‌First‌ ‌Responders.‌ ‌ 

IMPACT‌ ‌‌While‌ ‌ARKE‌ ‌was‌ ‌designed‌ ‌for‌ ‌First‌ ‌Responders,‌ ‌the‌ ‌effects‌ ‌of‌ ‌emergency‌‌                       
management‌ ‌operations‌ ‌can‌ ‌be‌ ‌felt‌ ‌by‌ ‌anyone‌ ‌and‌ ‌safety‌ ‌remains‌ ‌the‌ ‌top‌ ‌priority‌ ‌for‌ ‌airport‌‌                             
operators‌‌and‌‌the‌‌FAA.‌‌Based‌‌on‌‌an‌‌analysis‌‌of‌‌internal‌‌and‌‌independent‌‌research,‌‌this‌‌report‌‌                             
identifies‌‌1,500‌‌Medium‌‌to‌‌Large‌‌Hub‌‌airports‌‌and‌‌60,000‌‌Public‌‌Safety‌‌Departments‌‌that‌‌would‌‌                           
see‌ ‌tangible‌ ‌and‌ ‌significant‌ ‌financial‌ ‌benefits‌ ‌and‌ ‌operational‌ ‌enhancements‌ ‌through‌ ‌the‌‌                     
implementation‌ ‌of‌ ‌ARKE‌ ‌across‌ ‌their‌ ‌organization.‌ ‌Anticipated‌ ‌impacts‌ ‌include:‌ ‌(1)‌ ‌Reduced‌‌                     
emergency‌ ‌response‌ ‌times‌ ‌by‌ ‌15%~30%‌ ‌or‌ ‌more;‌ ‌(2)‌ ‌5%~10%‌ ‌reduction‌ ‌of‌ ‌Airport‌‌Liability,‌‌                         
Environmental‌‌Liability,‌‌Commercial‌‌Property,‌‌and‌‌Workers‌‌Compensation‌‌insurance‌‌premiums‌‌                 
for‌ ‌Airport‌ ‌operators;‌ ‌(3)‌ ‌50%‌ ‌reduction‌ ‌to‌ ‌administrative‌ ‌time‌ ‌for‌ ‌departments‌ ‌through‌‌                       
enhanced‌ ‌operational‌ ‌visibility‌ ‌for‌ ‌chiefs‌ ‌and‌ ‌airport‌ ‌administrators;‌ ‌(4)‌ ‌5%~10%‌ ‌decreased‌‌                     
total‌ ‌cost‌ ‌of‌ ‌ownership‌ ‌of‌ ‌Public‌ ‌Safety‌ ‌operations‌ ‌due‌ ‌to‌ ‌mitigated‌ ‌damages‌ ‌to‌ ‌terminal,‌‌                           
aircraft,‌ ‌support‌ ‌equipment;‌ ‌and‌ ‌(5)‌ ‌Reduced‌ ‌pollution‌ ‌and‌ ‌environmental‌ ‌impact‌ ‌from‌ ‌fire‌‌                       
induced‌ ‌air-pollution,‌ ‌hazardous‌ ‌material‌ ‌spills.‌ ‌For‌ ‌the‌ ‌past‌ ‌year,‌ ‌the‌ ‌entire‌ ‌aviation‌ ‌industry‌‌                         
has‌ ‌experienced‌ ‌an‌ ‌unprecedented‌ ‌decline‌ ‌in‌ ‌air-travel‌ ‌due‌ ‌to‌ ‌the‌ ‌pandemic.‌ ‌For‌ ‌people‌ ‌to‌‌                           
return‌‌to‌‌airports,‌‌they‌‌need‌‌to‌‌feel‌‌safe.‌‌With‌‌the‌‌proliferation‌‌of‌‌digital‌‌technology,‌‌airports‌‌can‌‌                               
no-longer‌ ‌afford‌ ‌to‌ ‌ignore‌ ‌the‌ ‌pace‌ ‌of‌ ‌innovation.‌ ‌The‌ ‌research‌ ‌effort‌ ‌included‌ ‌in‌ ‌this‌ ‌report‌‌                             
focuses‌ ‌directly‌ ‌on‌ ‌each‌ ‌of‌ ‌these‌ ‌outcomes,‌ ‌and‌ ‌how‌ ‌ARKE‌ ‌can‌ ‌help‌ ‌US‌ ‌Airports‌ ‌protect‌‌                             
travelers,‌‌employees,‌‌and‌‌First‌‌Responders‌‌with‌‌a‌‌holistic‌‌solution‌‌that‌‌maximizes‌‌their‌‌existing‌‌                         
investments‌ ‌in‌ ‌technology,‌ ‌and‌ ‌saves‌ ‌them‌ ‌money.‌ ‌ 
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PROBLEM‌ ‌STATEMENT‌ ‌&‌ ‌BACKGROUND‌ ‌ 
PUBLIC‌ ‌SAFETY‌ ‌|‌ ‌OVERVIEW‌ ‌ ‌   
The‌‌US‌‌Emergency‌‌Management‌‌and‌‌Public‌‌Safety‌‌market‌‌has‌‌a‌‌combined‌‌annual‌‌spending‌‌of‌‌                           
$180‌‌billion‌‌dollars,‌‌and‌‌affects‌‌every‌‌single‌‌American’s‌‌quality‌‌of‌‌life‌‌(Department‌‌of‌‌Homeland‌                           
Security,‌ ‌2017).‌ ‌Every‌ ‌24‌ ‌hours,‌ ‌700,000‌ ‌people‌ ‌dial‌ ‌911‌ ‌and‌ ‌wait‌ ‌9‌ ‌minutes‌ ‌on‌ ‌average‌ ‌for‌‌                               
help‌ ‌to‌ ‌arrive;‌ ‌in‌ ‌many‌ ‌c‌ases,‌ ‌seconds‌ ‌can‌ ‌make‌ ‌the‌ ‌difference‌ ‌between‌ ‌life‌ ‌and‌ ‌death‌‌                             
(National‌ ‌Emergency‌ ‌Number‌ ‌Association).‌ ‌Increasing‌ ‌911‌ ‌call‌ ‌volumes,‌ ‌increasing‌ ‌response‌‌                   
complexity,‌ ‌and‌‌aging‌‌technology‌‌infrastructure‌‌built‌‌on‌‌legacy‌‌systems‌‌are‌‌putting‌‌responders‌‌                       
and‌ ‌the‌ ‌public‌ ‌at‌ ‌risk,‌ ‌making‌ ‌this‌ ‌a‌ ‌severely‌ ‌underserved‌ ‌market‌ ‌that‌ ‌is‌ ‌ripe‌ ‌for‌ ‌innovation.‌‌                               
Statistically‌ ‌speaking,‌ ‌every‌ ‌adult‌ ‌in‌ ‌the‌ ‌United‌‌States‌‌will‌‌dial‌‌911‌‌at‌‌least‌‌once‌‌per‌‌year.‌‌‌For‌‌                                 
patients‌‌in‌‌cardiac‌‌arrest,‌‌their‌‌chances‌‌of‌‌surviving‌‌decrease‌‌by‌‌10%‌‌each-minute‌‌without‌‌CPR‌‌                           
(American‌‌Heart‌‌Association,‌‌n.d.).‌‌Single-family‌‌homes‌‌30‌‌years‌‌ago‌‌typically‌‌took‌‌17‌‌minutes‌‌                         
or‌‌more‌‌to‌‌burn‌‌down,‌‌however,‌‌the‌‌average‌‌home‌‌today‌‌burns‌‌down‌‌in‌‌under‌‌5‌‌minutes‌‌due‌‌in‌‌                                   
part‌ ‌to‌ ‌changes‌ ‌in‌ ‌construction‌ ‌methods‌ ‌(Ready,‌ ‌2021).‌ ‌Active‌ ‌shooter‌ ‌incidents‌ ‌last‌ ‌10~15‌                         
minutes‌‌on‌‌average,‌‌making‌‌it‌‌critical‌‌for‌‌responders‌‌to‌‌arrive‌‌as‌‌fast‌‌as‌‌possible‌‌(Department‌‌of‌‌                               
Homeland‌ ‌Security,‌ ‌2008).‌ ‌‌Unfortunately,‌ ‌the‌ ‌number‌ ‌of‌ ‌911‌ ‌emergencies‌ ‌is‌ ‌increasing‌ ‌at‌ ‌an‌‌                         
alarming‌ ‌rate.‌ ‌Fire‌ ‌department‌ ‌call‌ ‌volumes‌ ‌alone‌ ‌increased‌ ‌over‌ ‌340%‌ ‌between‌ ‌1980‌ ‌and‌‌                         
2018‌ ‌(National‌ ‌Fire‌ ‌Protection‌ ‌Association,‌ ‌2019).‌‌ ‌  

Despite‌‌their‌‌best‌‌efforts,‌‌the‌‌limited‌‌tools‌‌firefighters,‌‌law‌‌enforcement,‌‌and‌‌emergency‌‌medical‌‌                         
personnel‌ ‌have‌ ‌to‌ ‌collect,‌‌consume,‌‌and‌‌share‌‌information‌‌often‌‌prevent‌‌them‌‌from‌‌arriving‌‌in‌‌                           
time.‌ ‌Fighting‌ ‌to‌ ‌beat‌ ‌the‌ ‌clock,‌ ‌responders‌ ‌often‌ ‌unknowingly‌ ‌rush‌ ‌towards‌ ‌dangerous‌‌                       
situations‌ ‌with‌ ‌incomplete,‌ ‌or‌‌inaccurate‌‌information‌‌about‌‌the‌‌incident;‌‌putting‌‌both‌‌the‌‌caller,‌‌                         
and‌ ‌the‌ ‌responder‌ ‌at‌ ‌risk.‌ ‌According‌ ‌to‌ ‌the‌ ‌US‌ ‌Bureau‌ ‌of‌ ‌Labor‌ ‌Statistics,‌ ‌838‌ ‌emergency‌‌                             
responders‌ ‌lost‌ ‌their‌ ‌lives‌ ‌due‌ ‌to‌ ‌fatal‌ ‌occupational‌ ‌injuries‌ ‌from‌ ‌2011‌ ‌to‌‌2015‌‌(United‌‌States‌‌                             
Bureau‌ ‌of‌ ‌Labor‌ ‌Statistics,‌ ‌2019).‌ ‌Reducing‌ ‌response‌ ‌times‌ ‌by‌ ‌just‌ ‌one‌ ‌minute‌ ‌could‌ ‌save‌‌                           
10,000‌ ‌lives‌ ‌each‌ ‌year‌ ‌in‌ ‌the‌ ‌U.S.‌ ‌alone‌ ‌‌(FCC,‌ ‌2018,‌ ‌20)‌.‌ ‌ 

PUBLIC‌ ‌SAFETY‌ ‌|‌ ‌AVIATION‌ ‌ 
In‌‌2019,‌‌United‌‌States‌‌airports‌‌saw‌‌over‌‌1‌‌billion‌‌passengers,‌‌2.9‌‌million‌‌passengers‌‌every‌‌day,‌‌                             
and‌‌181‌‌billion‌‌pounds‌‌of‌‌cargo,‌‌making‌‌the‌‌U.S.‌‌the‌‌most‌‌active‌‌airspace‌‌in‌‌the‌‌world‌‌(Federal‌‌                                 
Aviation‌ ‌Administration,‌ ‌2020).‌ ‌As‌ ‌a‌ ‌global‌ ‌leader‌ ‌in‌ ‌aviation‌ ‌and‌ ‌innovation,‌ ‌ensuring‌ ‌safety‌‌                         
and‌ ‌efficiency‌ ‌continues‌ ‌to‌ ‌be‌ ‌the‌ ‌top‌‌priority‌‌for‌‌the‌‌Federal‌‌Aviation‌‌Administration‌‌and‌‌their‌‌                             
partners‌ ‌(Federal‌ ‌Aviation‌ ‌Administration,‌ ‌2019).‌ ‌Situational‌ ‌Awareness‌ ‌tools‌ ‌like‌‌ARKE‌‌have‌‌                     
been‌ ‌shown‌ ‌to‌ ‌reduce‌ ‌response‌ ‌times,‌ ‌enhance‌ ‌communication,‌ ‌and‌ ‌accelerate‌ ‌the‌ ‌decision‌‌                       
making‌‌process‌‌for‌‌emergency‌‌management‌‌and‌‌First‌‌Responders‌‌(Kedia‌‌et‌‌al.,‌‌2020)‌‌(Loten,‌‌                         
2019).‌ ‌Increasing‌ ‌volumes‌ ‌of‌ ‌passenger‌ ‌traffic‌ ‌come‌ ‌with‌ ‌the‌ ‌risk‌ ‌of‌ ‌increasingly‌ ‌complex‌‌                         
emergency‌‌response‌‌challenges‌‌ranging‌‌from‌‌natural‌‌disasters‌‌to‌‌terrorist‌‌attacks.‌‌As‌‌Covid-19‌‌                       
restrictions‌ ‌are‌ ‌being‌ ‌lifted‌ ‌across‌ ‌the‌ ‌United‌ ‌States,‌ ‌air‌ ‌travel‌ ‌is‌ ‌beginning‌ ‌to‌ ‌rise‌ ‌back‌ ‌to‌‌                               
pre-covid‌‌levels.‌‌The‌‌Transportation‌‌Security‌‌Agency‌‌recorded‌‌1.82‌‌million‌‌passengers‌‌on‌‌June‌‌                       
1,‌ ‌2021‌ ‌which‌ ‌is‌ ‌over‌ ‌a‌ ‌450%‌ ‌increase‌ ‌from‌ ‌June‌ ‌1,‌ ‌2020‌ ‌(Transportation‌ ‌Security‌‌                           
Administration,‌ ‌2021).‌ ‌United‌ ‌Airlines‌ ‌CEO‌ ‌Scott‌ ‌Kirby‌ ‌predicts‌ ‌that‌ ‌profits‌ ‌made‌ ‌in‌ ‌2023‌ ‌will‌‌                           
exceed‌‌that‌‌of‌‌2019,‌‌which‌‌was‌‌the‌‌busiest‌‌air‌‌travel‌‌year‌‌in‌‌history‌‌(Chokshi,‌‌2021).‌‌This‌‌rapid‌‌                                 
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resurgence‌‌in‌‌passengers‌‌makes‌‌the‌‌need‌‌to‌‌innovate‌‌emergency‌‌management‌‌technology‌‌as‌‌                       
urgent‌ ‌as‌ ‌ever.‌ ‌ 

OVERALL‌ ‌APPROACH‌ ‌ 
The‌‌Rowan‌‌team’s‌‌objective‌‌was‌‌to‌‌develop‌‌a‌‌scalable‌‌and‌‌holistic‌‌solution‌‌that‌‌addresses‌‌the‌‌                             
unique‌ ‌operational‌ ‌Public‌ ‌Safety‌ ‌challenges‌ ‌at‌ ‌Medium‌ ‌and‌ ‌Large‌ ‌Hub‌ ‌Airports,‌ ‌in‌ ‌a‌‌                         
post-pandemic‌ ‌world,‌ ‌by‌ ‌leveraging‌ ‌modern‌ ‌technology.‌ ‌The‌ ‌intended‌ ‌outcomes‌ ‌for‌ ‌the‌‌                     
commercialization‌‌of‌‌this‌‌technology‌‌at‌‌Airports‌‌include‌‌decreasing‌‌emergency‌‌response‌‌times,‌‌                     
increasing‌‌the‌‌situational‌‌awareness‌‌of‌‌all‌‌parties‌‌involved‌‌in‌‌emergency‌‌situations.‌‌Along‌‌with‌‌                         
these‌‌factors,‌‌the‌‌ARKE‌‌platform‌‌is‌‌being‌‌designed‌‌in‌‌a‌‌way‌‌that‌‌would‌‌increase‌‌the‌‌operational‌                               
efficiency,‌ ‌visibility,‌ ‌and‌ ‌accountability‌ ‌of‌ ‌First‌ ‌Responders‌ ‌and‌ ‌emergency‌ ‌management‌‌                   
personnel.‌ ‌Improving‌ ‌these‌ ‌key‌ ‌elements‌ ‌will‌ ‌result‌ ‌in‌ ‌decreased‌ ‌liability‌ ‌for‌ ‌airports,‌ ‌while‌‌                         
increasing‌ ‌the‌ ‌public‌ ‌support‌‌passengers‌‌feel‌‌towards‌‌First‌‌Responders.‌‌These‌‌improvements‌‌                     
to‌ ‌first‌ ‌response‌ ‌and‌ ‌emergency‌ ‌management‌ ‌will‌ ‌create‌ ‌a‌ ‌safer‌ ‌airport‌ ‌environment,‌ ‌while‌‌                         
improving‌ ‌the‌ ‌efficiency‌ ‌and‌ ‌effectiveness‌ ‌of‌ ‌fire,‌ ‌EMS,‌ ‌law‌ ‌enforcement,‌ ‌and‌ ‌disaster‌‌                       
preparedness.‌ ‌To‌ ‌achieve‌ ‌this‌ ‌objective,‌‌the‌‌team‌‌executed‌‌a‌‌comprehensive‌‌literature‌‌review‌‌                       
and‌ ‌six‌ ‌month‌ ‌national‌ ‌market‌ ‌research‌ ‌campaign‌ ‌including‌ ‌surveys,‌ ‌customer‌ ‌interviews,‌‌                     
industry‌‌outreach,‌‌product‌‌demos,‌‌and‌‌focus‌‌groups‌‌with‌‌active‌‌First‌‌Responders.‌‌This‌‌resulted‌‌                         
in‌ ‌a‌ ‌technology‌ ‌that‌ ‌would‌ ‌enhance‌ ‌Public‌ ‌Safety‌ ‌at‌ ‌Airports‌ ‌across‌ ‌every‌ ‌stage‌ ‌of‌ ‌the‌‌                             
emergency‌ ‌management‌ ‌life-cycle‌ ‌by‌‌connecting‌‌the‌‌existing‌‌technology‌‌infrastructure‌‌directly‌‌                   
to‌ ‌First‌ ‌Responders.‌ ‌ 

The‌ ‌Rowan‌ ‌University‌ ‌FAA‌ ‌Challenge‌ ‌Competition‌ ‌Team‌ ‌includes‌ ‌an‌ ‌active‌ ‌First‌ ‌Responder‌‌                       
and‌‌is‌‌composed‌‌of‌‌graduate‌‌and‌‌undergraduate‌‌engineering,‌‌computer‌‌science,‌‌and‌‌business‌‌                       
students.‌‌The‌‌Rowan‌‌team‌‌has‌‌partnered‌‌with‌‌Arke‌‌Aeronautics,‌‌a‌‌Rowan‌‌student‌‌founded‌‌and‌‌                           
managed‌‌Public‌‌Safety‌‌&‌‌Defense‌‌software‌‌technology‌‌company‌‌backed‌‌by‌‌Rowan‌‌University,‌‌                       
the‌ ‌University‌ ‌City‌ ‌Science‌ ‌Center‌ ‌of‌ ‌Philadelphia,‌ ‌and‌ ‌the‌ ‌Smart‌ ‌Airport‌ ‌and‌ ‌Aviation‌‌                         
Partnership,‌ ‌a‌ ‌regional‌ ‌economic‌ ‌development‌ ‌partnership.‌ ‌To‌ ‌further‌ ‌their‌ ‌mission,‌ ‌the‌ ‌team‌‌                       
has‌ ‌partnered‌ ‌with‌ ‌multiple‌‌industry‌‌advisors‌‌including‌‌Sage‌‌Technologies,‌‌a‌‌Service-Disabled‌‌                     
Veteran-Owned‌ ‌Small‌ ‌Business‌ ‌(SDVOB)‌ ‌and‌ ‌a‌ ‌leader‌ ‌in‌ ‌the‌ ‌development‌ ‌of‌ ‌advanced‌‌                       
electronics‌‌solutions‌‌for‌‌the‌‌US‌‌Army,‌‌Navy,‌‌Airforce,‌‌Coastguard,‌‌and‌‌public‌‌safety‌‌community‌‌                         
for‌‌over‌‌30‌‌years.‌‌The‌‌team‌‌has‌‌also‌‌assembled‌‌an‌‌industry‌‌advisory‌‌board‌‌including‌‌active‌‌Fire‌‌                               
chiefs,‌ ‌retired‌ ‌NJ‌ ‌State‌ ‌Police,‌ ‌and‌ ‌current‌ ‌or‌ ‌past‌ ‌employees‌ ‌of‌ ‌Boeing,‌ ‌Lockheed‌ ‌Martin,‌‌                           
NASA,‌ ‌and‌ ‌other‌ ‌various‌ ‌government‌ ‌agencies.‌ ‌ 

UNIVERSAL‌ ‌PUBLIC‌ ‌SAFETY‌ ‌CHALLENGES‌ ‌IDENTIFIED‌‌ ‌  
The‌ ‌911‌ ‌system‌ ‌in‌ ‌the‌ ‌United‌ ‌States‌ ‌is‌ ‌a‌ ‌complex‌ ‌and‌ ‌interdependent‌ ‌system‌ ‌of‌ ‌people,‌‌                             
processes,‌ ‌and‌ ‌technology‌ ‌systems.‌ ‌To‌ ‌respond‌ ‌to‌ ‌a‌ ‌medical‌ ‌emergency,‌ ‌put‌ ‌out‌ ‌a‌ ‌fire,‌ ‌or‌‌                             
investigate‌‌a‌‌potential‌‌threat,‌‌the‌‌right‌‌responders‌‌must‌‌arrive‌‌fast,‌‌informed,‌‌and‌‌well‌‌prepared.‌‌                           
Despite‌ ‌the‌ ‌critical‌ ‌nature‌ ‌of‌ ‌emergency‌ ‌services,‌ ‌Public‌ ‌Safety‌ ‌departments‌ ‌and‌ ‌emergency‌‌                       
communications‌ ‌centers,‌ ‌also‌ ‌referred‌ ‌to‌ ‌as‌ ‌Public‌ ‌Safety‌‌Answering‌‌Points‌‌(PSAPS),‌‌across‌‌                       
the‌ ‌country‌‌have‌‌limited‌‌access‌‌to‌‌accurate‌‌and‌‌complete‌‌response‌‌information.‌‌This‌‌is‌‌due‌‌in‌‌                             
large‌ ‌part‌ ‌to‌ ‌911‌ ‌caller‌ ‌information‌ ‌traveling‌ ‌between‌ ‌as‌ ‌many‌ ‌as‌ ‌ten‌ ‌people‌ ‌and‌ ‌software‌‌                             
systems‌ ‌passing‌ ‌from‌ ‌the‌ ‌911‌ ‌caller,‌ ‌to‌ ‌the‌ ‌operator,‌ ‌to‌ ‌the‌ ‌dispatcher,‌ ‌to‌ ‌the‌ ‌corresponding‌‌                             
department,‌ ‌to‌ ‌the‌ ‌actual‌ ‌first‌ ‌responder‌ ‌saying‌ ‌“hello”‌ ‌on‌‌scene.‌‌In‌‌the‌‌industry,‌‌this‌‌denotes‌‌                             
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the‌‌“true-response-time”‌‌or‌‌“hello-to-hello-time”‌‌and‌‌is‌‌a‌‌key‌‌metric‌‌that‌‌can‌‌be‌‌used‌‌to‌‌evaluate‌‌                             
the‌‌response‌‌as‌‌a‌‌whole,‌‌as‌‌opposed‌‌to‌‌fragmented‌‌component‌‌analysis‌‌at‌‌just‌‌the‌‌dispatcher,‌‌                             
or‌ ‌just‌ ‌the‌ ‌department.‌ ‌The‌ ‌Fire‌ ‌and‌ ‌Emergency‌ ‌Medical‌ ‌Service‌ ‌Department‌ ‌in‌ ‌Washington‌‌                         
D.C.‌‌(FEMS)‌‌requires‌‌the‌‌first‌‌fire‌‌engine‌‌to‌‌arrive‌‌on‌‌scene‌‌in‌‌under‌‌5‌‌minutes‌‌and‌‌20‌‌seconds‌‌                                   
and‌‌the‌‌first‌‌EMT‌‌must‌‌arrive‌‌in‌‌under‌‌5‌‌minutes‌‌(Fire‌‌and‌‌EMS‌‌Department,‌‌2021).‌‌While‌‌these‌‌                                 
universal‌ ‌Public‌ ‌Safety‌ ‌challenges‌ ‌are‌ ‌felt‌ ‌by‌ ‌all‌ ‌responders‌ ‌across‌ ‌the‌ ‌country,‌ ‌Airport‌ ‌First‌‌                           
Responders‌‌often‌‌feel‌‌these‌‌even‌‌more‌‌so‌‌given‌‌the‌‌increased‌‌density‌‌of‌‌people,‌‌hazards,‌‌and‌‌                             
other‌ ‌risk‌ ‌factors‌ ‌that‌ ‌are‌ ‌associated‌‌with‌‌large‌‌high-traffic‌‌public‌‌spaces.‌‌For‌‌US‌‌airports,‌‌US‌‌                             
14‌ ‌CFR‌ ‌§‌ ‌139.319‌ ‌-‌ ‌Aircraft‌ ‌rescue‌ ‌and‌ ‌firefighting:‌ ‌Operational‌ ‌requirements,‌ ‌states;‌ ‌ 

“Within‌ ‌3‌ ‌minutes‌ ‌from‌ ‌the‌ ‌time‌ ‌of‌ ‌the‌ ‌alarm,‌ ‌at‌ ‌least‌ ‌one‌ ‌required‌ ‌aircraft‌ ‌rescue‌ ‌and‌‌                               
firefighting‌‌vehicle‌‌must‌‌reach‌‌the‌‌midpoint‌‌of‌‌the‌‌farthest‌‌runway‌‌serving‌‌air‌‌carrier‌‌aircraft‌‌                           
from‌ ‌its‌ ‌assigned‌ ‌post‌ ‌or‌ ‌reach‌ ‌any‌ ‌other‌ ‌specified‌ ‌point‌ ‌of‌ ‌comparable‌ ‌distance‌ ‌on‌ ‌the‌‌                             
movement‌‌area‌‌that‌‌is‌‌available‌‌to‌‌air‌‌carriers,‌‌and‌‌begin‌‌application‌‌of‌‌extinguishing‌‌agent”‌‌                           
(Code‌ ‌of‌ ‌Federal‌ ‌Regulations,‌ ‌2011).‌‌ ‌  

Maintaining‌ ‌regulatory‌ ‌compliance‌ ‌is‌ ‌critical‌ ‌for‌ ‌departments,‌ ‌but‌ ‌reporting‌ ‌is‌ ‌often‌ ‌recorded‌‌                       
manually,‌ ‌and‌ ‌is‌ ‌prone‌ ‌to‌ ‌inaccuracies.‌ ‌The‌ ‌lack‌ ‌of‌ ‌modern‌ ‌mobile-first‌ ‌solutions‌ ‌has‌ ‌forced‌‌                           
responders‌ ‌to‌ ‌rely‌ ‌on‌ ‌manual‌ ‌forms‌ ‌of‌ ‌communication‌ ‌like‌ ‌pagers,‌ ‌2-way‌ ‌radio,‌ ‌laminated‌‌                         
cards,‌ ‌information‌ ‌binders,‌ ‌white‌ ‌boards,‌ ‌and‌ ‌in‌ ‌many‌ ‌cases‌ ‌vehicle‌ ‌mounted‌ ‌computers‌ ‌or‌‌                         
tablets‌ ‌connected‌‌to‌‌the‌‌Computer‌‌Aided‌‌Dispatch‌‌system‌‌(CAD).‌‌This‌‌operating‌‌model‌‌hasn’t‌‌                         
changed‌ ‌materially‌ ‌in‌ ‌over‌ ‌50‌‌years,‌‌and‌‌is‌‌the‌‌primary‌‌driver‌‌of‌‌“Five‌‌Universal‌‌Public‌‌Safety‌‌                               
Challenges”‌ ‌identified‌ ‌through‌ ‌our‌ ‌research:‌ ‌ 

1) Manual‌‌data‌‌entry‌‌and‌‌exchange‌‌limits‌‌responders‌‌ability‌‌to‌‌have‌‌a‌‌“common‌‌operating‌‌                         
picture”‌ ‌of‌ ‌what‌ ‌is‌ ‌happening,‌ ‌where‌ ‌people‌ ‌are,‌ ‌and‌ ‌what‌ ‌resources‌ ‌are‌ ‌available‌ ‌ 

2) Decision‌ ‌fatigue‌ ‌Command‌ ‌decision‌ ‌makers‌ ‌are‌ ‌faced‌ ‌with‌ ‌as‌ ‌many‌ ‌as‌ ‌10‌ ‌different‌‌                         
sources‌‌of‌‌information‌‌while‌‌driving‌‌to‌‌the‌‌scene,‌‌making‌‌it‌‌difficult‌‌to‌‌assimilate‌‌only‌‌the‌‌                             
most‌ ‌pertinent‌ ‌information‌ ‌at‌ ‌that‌ ‌time‌ ‌and‌ ‌communicate‌ ‌their‌ ‌plan‌ ‌of‌ ‌action‌ ‌to‌ ‌the‌ ‌team.‌ ‌ 

3) Legacy‌ ‌Systems‌ ‌Many‌ ‌departments‌ ‌are‌ ‌currently‌ ‌using‌ ‌technology‌ ‌that‌ ‌is‌ ‌outdated‌‌or‌‌                       
even‌ ‌unsupported,‌ ‌which‌ ‌can‌ ‌give‌ ‌them‌ ‌incorrect‌ ‌information,‌ ‌take‌ ‌them‌ ‌to‌ ‌the‌‌wrong‌‌                         
address,‌ ‌and‌ ‌puts‌ ‌the‌ ‌public‌ ‌at‌ ‌risk.‌ ‌ 

4) Not‌‌Responder‌‌Focused‌‌Many‌‌of‌‌the‌‌outdated‌‌legacy‌‌systems‌‌fail‌‌to‌‌present‌‌information‌‌                         
and‌ ‌features‌ ‌in‌ ‌a‌ ‌way‌ ‌that‌ ‌are‌ ‌easy‌ ‌to‌ ‌use‌ ‌or‌ ‌understand‌ ‌while‌ ‌performing‌ ‌their‌ ‌duties‌ 

5) No‌‌Common‌‌Operating‌‌Picture‌‌When‌‌responding‌‌to‌‌larger‌‌incidents,‌‌departments‌‌often‌‌                     
work‌ ‌together,‌ ‌but‌ ‌their‌ ‌technology‌ ‌systems‌ ‌don’t‌ ‌talk‌ ‌to‌ ‌each‌ ‌other.‌ ‌This‌ ‌limits‌ ‌their‌‌                           
ability‌ ‌to‌ ‌coordinate‌ ‌their‌ ‌response,‌ ‌share‌ ‌information,‌ ‌or‌ ‌communicate‌ ‌in‌ ‌general.‌ ‌ 

PUBLIC‌ ‌SAFETY‌ ‌PERFORMANCE‌ ‌METRICS‌ ‌DEFINED‌ ‌ 
A‌‌holistic‌‌evaluation‌‌of‌‌emergency‌‌management‌‌effectiveness‌‌involves‌‌multiple‌‌metrics‌‌ranging‌‌                     
from‌ ‌response‌‌times‌‌to‌‌report‌‌generation.‌‌The‌‌U.S.‌‌Environmental‌‌Protection‌‌Agency‌‌issued‌‌a‌‌                         
report‌‌on‌‌Performance‌‌Indicators‌‌which‌‌describes‌‌this‌‌model‌‌in‌‌detail.‌‌Table‌‌1‌‌contains‌‌9‌‌critical‌‌                             
performance‌ ‌metrics‌ ‌for‌ ‌emergency‌ ‌response‌ ‌(Environmental‌ ‌Protection‌ ‌Agency,‌ ‌2008).‌ ‌ 

‌   
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Table‌ ‌1.‌ ‌‌Emergency‌ ‌Management‌ ‌&‌ ‌Public‌ ‌Safety‌ ‌Effectiveness‌ ‌Categories‌ ‌ 

‌ 
With‌ ‌these‌ ‌criteria‌ ‌in‌ ‌mind,‌ ‌the‌ ‌team‌ ‌explored‌ ‌how‌ ‌ARKE‌ ‌could‌ ‌assist‌ ‌in‌ ‌developing‌ ‌more‌‌                             
effective‌‌emergency‌‌response‌‌operations‌‌while‌‌considering‌‌the‌‌size‌‌as‌‌well‌‌as‌‌the‌‌geographical‌‌                         
location‌ ‌of‌ ‌the‌ ‌airport.‌ ‌Survey‌ ‌and‌ ‌questionnaire‌ ‌results‌ ‌were‌ ‌used‌ ‌to‌ ‌yield‌ ‌solutions‌ ‌and‌‌                           
comparisons‌ ‌on‌ ‌the‌ ‌impact‌ ‌of‌ ‌technology‌ ‌like‌ ‌ARKE‌ ‌for‌ ‌small‌ ‌and‌ ‌large‌ ‌airports‌ ‌alike‌ ‌to‌‌                             
establish‌ ‌what‌ ‌campuses‌ ‌need‌ ‌the‌ ‌platform‌ ‌the‌ ‌most.‌ ‌Understanding‌ ‌the‌ ‌baseline‌‌                     
measurements‌ ‌and‌ ‌comparing‌ ‌them‌ ‌to‌ ‌the‌ ‌same‌ ‌measurements‌ ‌post-implementation‌ ‌of‌ ‌the‌‌                     
platform‌ ‌in‌ ‌the‌ ‌future‌ ‌will‌ ‌validate‌ ‌the‌ ‌benefit‌ ‌analysis‌ ‌for‌ ‌current‌ ‌users‌ ‌and‌ ‌future‌ ‌customers.‌‌ ‌  

CURRENT‌ ‌TECHNOLOGY‌ ‌STANDARD‌ ‌ 
Understanding‌ ‌the‌ ‌tools‌ ‌and‌ ‌systems‌ ‌in‌ ‌practice‌ ‌today‌ ‌is‌ ‌critical‌ ‌to‌ ‌addressing‌ ‌current‌ ‌                         
technology‌‌challenges‌‌and‌‌standards.‌‌Table‌‌2‌‌shows‌‌some‌‌examples‌‌of‌‌how‌‌the‌‌ARKE‌‌platform‌‌                           
would‌ ‌integrate‌ ‌with‌ ‌legacy‌ ‌systems‌ ‌to‌ ‌mitigate‌ ‌those‌ ‌challenges.‌ ‌While‌ ‌this‌‌is‌‌a‌‌non-specific‌‌                           
review,‌ ‌a‌ ‌comprehensive‌ ‌competitive‌ ‌analysis‌ ‌can‌ ‌be‌ ‌found‌ ‌in‌ ‌Appendix‌ ‌F.‌ ‌ 

‌ 
Table‌ ‌2:‌ ‌‌Assessment‌ ‌of‌ ‌Current‌ ‌Technology‌ ‌Segmented‌ ‌&‌ ‌Legacy‌ ‌Systems‌ ‌ 
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Human‌ ‌health‌ ‌protected‌ ‌  No‌ ‌responders‌ ‌or‌ ‌civilians‌ ‌injured‌ ‌ 

Environment‌ ‌protected‌ ‌  Reduce‌ ‌pollution‌ ‌and‌ ‌other‌ ‌damage‌ ‌ 

Coordinated‌ ‌effectively‌ ‌  Federal/‌ ‌state/‌ ‌local‌ ‌emergency‌ ‌coordinated‌ ‌appropriately‌ ‌ 

Cost-effective‌ ‌response‌ ‌  Cost‌ ‌reasonable‌ ‌for‌ ‌emergency‌ ‌at‌ ‌hand‌ ‌ 

General‌ ‌public‌ ‌satisfied‌ ‌  Data‌ ‌collection,‌ ‌analysis,‌ ‌and‌ ‌reporting‌ ‌ 

Responded‌ ‌in‌ ‌timely‌ ‌fashion‌ ‌  Responders‌ ‌arrived‌ ‌on‌ ‌scene‌ ‌quickly‌ ‌ 

Communicated‌ ‌with‌ ‌public‌ ‌  Consistent‌ ‌and‌ ‌Frequent‌ ‌messaging,‌ ‌questions‌ ‌answered‌ ‌ 

Minimize‌ ‌economic‌ ‌impact‌ ‌to‌ ‌community‌ ‌  Minimize‌ ‌closures‌ ‌to‌ ‌allow‌ ‌quick‌ ‌reacclimation‌ ‌to‌ ‌emergency‌ ‌site‌ ‌ 

State‌ ‌and‌ ‌local‌ ‌Government‌ ‌satisfied‌ ‌  Data‌ ‌collection,‌ ‌analysis,‌ ‌and‌ ‌reporting‌ ‌ 

CURRENT‌ ‌TECH‌ ‌  STATUS‌ ‌&‌ ‌LIMITATIONS‌ ‌  OPPORTUNITY‌ ‌FOR‌ ‌INNOVATION‌ ‌ 

Centralized‌ ‌Emergency‌‌ 
Operations‌ ‌Center‌ ‌ 

Numerous‌ ‌systems,‌ ‌software,‌‌ 
and‌ ‌communication‌ ‌methods‌‌ 
lead‌ ‌to‌ ‌decision‌ ‌fatigue‌ ‌and‌‌ 
reduced‌ ‌communication‌ ‌ 

Compatible‌‌ ‌with‌ ‌&‌ ‌‌enhanced‌‌ 
performance‌ ‌of‌ ‌existing‌ ‌legacy‌ ‌CAD‌‌ 
and‌ ‌MDT‌ ‌legacy‌ ‌systems‌ ‌‌(send‌ ‌&‌‌ 
receive)‌ ‌ 

Computer-Aided‌ ‌Dispatch‌‌ 
System‌ ‌ 

Access‌ ‌limited‌ ‌to‌ ‌PSAP‌‌ 
Emergency‌ ‌Operations‌ ‌Center‌‌ 
(EOC)‌ ‌ 

Integrates‌ ‌with‌ ‌existing‌ ‌CAD‌ ‌systems‌‌ 
to‌ ‌‌enhance‌ ‌mobile‌ ‌information‌ ‌access‌ ‌ 

Geospatial‌ ‌Information‌‌ 
Systems‌ ‌‌(ArcGIS‌ ‌/‌ ‌ESRI)‌ ‌ 

Access‌ ‌limited‌ ‌to‌ ‌PSAP‌ ‌and‌‌ 
EOC‌ ‌ 

Eliminates‌ ‌need‌ ‌to‌ ‌maintain‌ ‌multiple‌‌ 
Geospatial‌ ‌or‌ ‌Pre-Plan‌ ‌datasets‌ ‌ 

Emergency‌ ‌text‌ ‌alerting‌‌ 
system‌ ‌ 

One-way‌ ‌alerting/limited‌ ‌to‌ ‌text‌ ‌  Two-way‌ ‌alerting‌,‌ ‌‌multimedia‌ ‌&‌ ‌live‌‌ 
display‌ ‌ 

Intercom‌ ‌Announcements‌ ‌&‌‌ 
Public‌ ‌Information‌ ‌Displays‌ ‌ 

One-way,‌ ‌nondescript,‌ ‌and‌‌ 
omnidirectional‌ ‌(heard‌ ‌by‌ ‌‌all‌)‌ ‌ 

Two-way,‌ ‌‌highly‌ ‌specific,‌ ‌&‌ ‌targeted‌‌ 
user‌ ‌or‌ ‌group-specific‌ ‌ 
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PROJECT‌ ‌DESCRIPTION‌ ‌ 
CONCEPT‌ ‌OVERVIEW‌ ‌ 
The‌ ‌chosen‌ ‌theme‌ ‌for‌ ‌this‌ ‌research‌ ‌was‌ ‌“Data-analytics”‌ ‌with‌ ‌the‌ ‌primary‌ ‌objective‌ ‌of‌‌                         
innovating‌‌the‌‌way‌‌First‌‌Responders‌‌collect,‌‌consume,‌‌and‌‌share‌‌information‌‌to‌‌enhance‌‌Public‌‌                         
Safety.‌‌ARKE‌‌is‌‌a‌‌cloud-based,‌‌hardware-agnostic,‌‌mobile‌‌software‌‌platform‌‌that‌‌‌connects‌‌First‌‌                       
Responders‌ ‌to‌ ‌life-saving‌ ‌information‌ ‌on‌ ‌their‌ ‌cell‌ ‌phones‌ ‌and‌ ‌tablets‌ ‌before‌ ‌they‌ ‌arrive‌ ‌on‌‌                           
scene.‌ ‌ARKE‌ ‌uses‌ ‌a‌ ‌proprietary‌‌data-fusion‌‌algorithm‌‌to‌‌ingest,‌‌organize,‌‌and‌‌serve‌‌the‌‌most‌‌                           
relevant‌‌and‌‌critical‌‌response‌‌information‌‌to‌‌mobile‌‌users‌‌based‌‌on‌‌the‌‌type‌‌of‌‌emergency‌‌and‌‌                             
their‌‌responder‌‌profile.‌‌It‌‌then‌‌collects‌‌and‌‌records‌‌that‌‌data‌‌so‌‌it‌‌can‌‌be‌‌recalled‌‌later‌‌for‌‌after‌‌                                   
action‌ ‌reporting,‌ ‌regulatory‌ ‌compliance,‌ ‌and‌ ‌training.‌‌ ‌  

FEATURES‌ ‌&‌ ‌FUNCTIONALITY‌ ‌ 
ARKE‌ ‌has‌ ‌functional‌ ‌modules‌ ‌that‌ ‌can‌ ‌be‌ ‌used‌ ‌in‌ ‌combination‌ ‌or‌‌stand-alone‌‌to‌‌address‌‌the‌‌                             
specific‌ ‌needs‌ ‌of‌ ‌any‌‌Public‌‌Safety‌‌department.‌‌These‌‌modules‌‌communicate‌‌with‌‌each‌‌other‌‌                         
and‌ ‌external‌ ‌data‌ ‌sources‌ ‌to‌ ‌collect‌ ‌relevant‌ ‌Public‌ ‌Safety‌ ‌data‌ ‌before,‌ ‌during,‌ ‌and‌ ‌after‌ ‌the‌‌                             
emergency‌ ‌occurs.‌ ‌Where‌ ‌today‌ ‌First‌ ‌Responders‌ ‌would‌ ‌have‌ ‌to‌ ‌manually‌ ‌collect‌ ‌this‌‌                       
information,‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌engages‌ ‌the‌ ‌community‌ ‌autonomously‌‌on‌‌their‌‌behalf.‌‌Where‌‌                       
today‌ ‌First‌ ‌Responders‌ ‌rely‌ ‌on‌ ‌manually‌ ‌sharing‌ ‌that‌ ‌data‌ ‌during‌ ‌the‌ ‌emergency,‌ ‌the‌ ‌ARKE‌                           
platform‌ ‌prioritizes‌ ‌and‌ ‌shares‌ ‌the‌ ‌most‌ ‌relevant‌ ‌response‌ ‌information‌ ‌with‌ ‌responders‌‌                     
automatically.‌ ‌Where‌ ‌today‌ ‌First‌ ‌Responders‌ ‌would‌ ‌have‌ ‌to‌ ‌manually‌ ‌track‌‌their‌‌response‌‌for‌‌                         
After-action‌ ‌reports‌ ‌and‌ ‌training‌ ‌purposes,‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌automatically‌ ‌collects‌ ‌that‌‌                     
information‌ ‌for‌ ‌them.‌ ‌The‌ ‌six‌ ‌primary‌ ‌functional‌ ‌modules‌ ‌are‌ ‌described‌ ‌in‌ ‌more‌ ‌detail‌ ‌below:‌ ‌ 

1. Prevention‌ ‌&‌ ‌Mitigation‌‌ ‌(Remote‌ ‌Inspections,‌ ‌Incident‌ ‌Pre-Planning,‌ ‌&‌ ‌Data-Collection)‌ ‌ 

2. Mobile‌ ‌Alerting‌ ‌&‌ ‌Response‌‌ ‌(Mobile‌ ‌Responder‌ ‌Phone‌ ‌/‌ ‌Tablet‌ ‌Application)‌ ‌ 
3. After‌ ‌Action‌ ‌Reporting,‌ ‌Analytics,‌ ‌&‌ ‌Compliance‌‌ ‌(NFIRS,‌ ‌NEMIS‌,‌ ‌ICS,‌ ‌NIMS‌ ‌‌etc.)‌ ‌ 
4. Staffing,‌ ‌Certification,‌ ‌&‌ ‌Training‌ ‌Records‌ ‌Management‌‌ ‌(Responder‌ ‌Accountability)‌ ‌ 
5. Inventory‌ ‌Management‌ ‌&‌ ‌Asset‌ ‌Tracking‌ ‌ 

6. Community‌ ‌Engagement‌‌ ‌(Automated‌ ‌Pu‌blic‌ ‌Safety‌ ‌Data‌ ‌Collection‌ ‌&‌ ‌Communication)‌ ‌ 

PLATFORM‌ ‌ARCHITECTURE‌ ‌ 
ARKE‌‌is‌‌a‌‌secured‌‌platform;‌‌meaning‌‌users‌‌must‌‌be‌‌invited‌‌to‌‌join‌‌a‌‌department.‌‌The‌‌platform‌‌                               
currently‌ ‌has‌ ‌3‌ ‌user‌ ‌levels:‌ ‌ADMIN,‌ ‌MANAGER,‌ ‌or‌ ‌MEMBER.‌ ‌ADMINs‌ ‌are‌‌Arke‌‌Aeronautics‌‌                         
employees‌ ‌with‌ ‌unrestricted‌ ‌access‌ ‌to‌ ‌departments‌ ‌within‌ ‌their‌ ‌organizational‌ ‌domain.‌‌                   
MANAGERs‌ ‌can‌ ‌configure‌ ‌their‌ ‌departments,‌ ‌while‌ ‌MEMBERS‌ ‌can‌ ‌only‌ ‌modify‌ ‌their‌ ‌own‌‌                       
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Radio‌ ‌Communication‌ ‌  Legacy‌ ‌systems‌ ‌and‌‌ 
miss-matched‌ ‌encryption‌ ‌levels‌‌ 
prevent‌ ‌inter-group‌ ‌comms.‌ ‌ 

Hardware‌ ‌agnostic‌ ‌→‌ ‌ 
cross-compatible‌‌ ‌between‌ ‌groups‌ ‌ 

Vehicle‌ ‌Mounted‌ ‌Mobile‌ ‌Data‌‌ 
[access]‌ ‌Terminals‌ ‌(MDT’s)‌ ‌ 

Expensive‌ ‌to‌ ‌maintain,‌ ‌install,‌‌ 
and‌ ‌configure‌ ‌w/‌ ‌‌limited‌‌ 
interoperability‌‌ ‌between‌‌ 
departments‌ ‌ 

Cost-effective‌‌ ‌mobile‌ ‌solution‌ ‌&‌ ‌‌fully‌‌ 
interoperable‌‌ ‌to‌ ‌enable‌ ‌‌secure‌ ‌data‌‌ 
sharing‌‌ ‌during‌ ‌joint‌ ‌response‌ ‌/‌‌ 
mutual-aid‌ ‌ 



‌ 

personal‌‌information.‌‌To‌‌set‌‌up‌‌a‌‌new‌‌department,‌‌the‌‌MANAGER‌‌identified‌‌will‌‌be‌‌invited‌‌to‌‌the‌‌                               
platform‌ ‌by‌ ‌an‌ ‌ARKE‌ ‌ADMIN.‌ ‌Once‌ ‌they’ve‌ ‌created‌ ‌their‌ ‌account,‌ ‌they‌ ‌will‌ ‌send‌ ‌an‌ ‌email‌‌                             
invitation‌‌to‌‌all‌‌department‌‌MEMBERS.‌‌To‌‌be‌‌invited,‌‌users‌‌must‌‌be‌‌an‌‌active‌‌responder‌‌at‌‌that‌‌                               
department.‌ ‌Invited‌ ‌users‌ ‌will‌ ‌create‌ ‌their‌ ‌accounts,‌ ‌download‌ ‌ArkeMobile,‌ ‌and‌ ‌enable‌‌                     
notifications.‌ ‌New‌ ‌departments‌ ‌will‌ ‌also‌ ‌need‌ ‌to‌ ‌grant‌ ‌ARKE‌ ‌access‌ ‌to‌ ‌their‌ ‌CAD‌ ‌and‌ ‌GIS‌‌                             
databases.‌ ‌This‌ ‌process‌ ‌should‌‌take‌‌5‌‌business‌‌days‌‌from‌‌contract‌‌start‌‌to‌‌go-live.‌‌Once‌‌live,‌‌                             
users‌‌will‌‌have‌‌access‌‌to‌‌the‌‌six‌‌primary‌‌subsystems‌‌shown‌‌in‌‌Figure‌‌1;‌‌ArkeCloud,‌‌ArkePortal,‌‌                             
ArkeMobile,‌ ‌ArkeSafe,‌ ‌ArkeLive,‌ ‌and‌ ‌ArkeAPI.‌ ‌Each‌ ‌of‌ ‌these‌ ‌are‌ ‌described‌ ‌in‌ ‌detail‌ ‌below.‌ ‌ 

‌ 
Figure‌ ‌1.‌ ‌ARKE‌ ‌Platform‌ ‌Solutions‌ ‌&‌ ‌Offerings‌ ‌ 

ArkeCloud‌ ‌ARKE‌ ‌is‌ ‌a‌ ‌cloud-based‌ ‌platform,‌ ‌meaning‌ ‌that‌ ‌all‌ ‌of‌ ‌the‌ ‌hosting‌ ‌and‌ ‌server‌‌                           
management‌ ‌is‌ ‌handled‌ ‌by‌ ‌an‌‌independent‌‌3rd‌‌party‌‌provider‌‌such‌‌as‌‌Amazon‌‌Web‌‌Services‌‌                           
(AWS).‌ ‌AWS‌ ‌offers‌ ‌a‌ ‌“Government‌ ‌Cloud”‌ ‌option‌ ‌for‌ ‌Federal‌ ‌entities.‌ ‌AWS‌ ‌GovCloud‌ ‌is‌‌                         
PCI-DSS,‌ ‌HIPAA/HITECH,‌ ‌FedRAMP,‌ ‌GDPR,‌ ‌FIPS‌ ‌140-2,‌ ‌and‌ ‌NIST‌ ‌800-171‌ ‌compliant,‌ ‌and‌‌                     
enables‌ ‌rapid‌ ‌deployment‌ ‌of‌ ‌highly‌ ‌secure‌ ‌compute‌ ‌resources‌ ‌as‌ ‌the‌ ‌user-base‌ ‌grows.‌ ‌ 

ArkePortal‌‌Managers‌‌are‌‌able‌‌to‌‌edit‌‌their‌‌department’s‌‌information,‌‌while‌‌Members‌‌are‌‌able‌‌to‌‌                           
access‌‌and‌‌modify‌‌their‌‌personal‌‌accounts‌‌within‌‌the‌‌software.‌‌ArkePortal‌‌is‌‌used‌‌to‌‌configure‌‌                           
department‌ ‌accounts,‌ ‌manage‌ ‌department‌ ‌data,‌ ‌generate‌ ‌reports,‌ ‌review‌ ‌reports,‌ ‌create‌‌                   
custom‌ ‌dashboards‌ ‌and‌ ‌view‌ ‌automatically‌ ‌generated‌ ‌performance‌ ‌metrics.‌ ‌ 

‌ 
Figure‌ ‌2:‌ ‌ArkeMobile‌ ‌User‌ ‌Interface‌ 
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ArkeMobile‌ ‌The‌ ‌primary‌ ‌end-user‌ ‌target‌ ‌of‌ ‌the‌ ‌ARKE‌ ‌platform.‌ ‌It‌ ‌provides‌ ‌mobile‌ ‌First‌‌                         
Responders‌ ‌with‌ ‌enhanced‌ ‌situational‌ ‌awareness‌ ‌during‌ ‌an‌ ‌emergency.‌ ‌Mission‌ ‌critical‌‌                   
information,‌‌pinpointing‌‌the‌‌location‌‌of‌‌a‌‌reported‌‌emergency,‌‌viewing‌‌or‌‌managing‌‌assets‌‌(ex.‌‌                         
Hydrants,‌ ‌ARFF‌‌vehicles,‌‌HAZMAT‌‌storage),‌‌and‌‌details‌‌regarding‌‌mutual‌‌aid‌‌are‌‌all‌‌available‌‌                         
within‌‌the‌‌ArkeMobile‌‌interface.‌‌Information‌‌acquired‌‌through‌‌various‌‌sources‌‌will‌‌be‌‌organized‌‌                       
and‌ ‌provided‌ ‌to‌ ‌parties‌ ‌such‌ ‌as‌ ‌dispatchers,‌ ‌incident‌ ‌commanders,‌ ‌chief/officers,‌ ‌and‌ ‌First‌‌                       
Responders.‌ ‌‌(See‌ ‌Figure‌ ‌2)‌ ‌ 

ArkeSafe‌‌Passengers,‌‌airport‌‌employees,‌‌or‌‌local‌‌community‌‌members‌‌could‌‌assist‌‌in‌‌keeping‌‌                       
the‌‌airport‌‌safe‌‌by‌‌proactively‌‌sharing‌‌information,‌‌which‌‌could‌‌potentially‌‌lead‌‌to‌‌an‌‌emergency‌‌                           
being‌‌resolved‌‌before‌‌it‌‌even‌‌happens.‌‌Personal‌‌aircraft‌‌owners‌‌could‌‌share‌‌information‌‌about‌‌                         
their‌ ‌specific‌ ‌aircraft,‌ ‌which‌ ‌could‌ ‌be‌ ‌used‌ ‌to‌ ‌assist‌ ‌First‌ ‌Responders‌ ‌during‌ ‌the‌ ‌event‌ ‌of‌ ‌a‌‌                               
crash.‌ ‌ 

  ‌ ‌ 
Figure‌ ‌3:‌ ‌Conceptual‌ ‌ArkeLive‌ ‌User‌ ‌Interface‌ ‌ 

ArkeLive‌‌After‌‌an‌‌emergency‌‌is‌‌reported,‌‌the‌‌caller‌‌will‌‌be‌‌prompted‌‌to‌‌consent‌‌to‌‌allow‌‌ARKE‌‌                               
to‌‌access‌‌their‌‌current‌‌location‌‌and‌‌smartphone‌‌camera.‌‌By‌‌accessing‌‌the‌‌camera,‌‌a‌‌live‌‌video‌‌                             
feed‌ ‌of‌‌the‌‌emergency‌‌scene‌‌can‌‌be‌‌directly‌‌broadcasted‌‌to‌‌the‌‌ArkeMobile‌‌platform.‌‌The‌‌911‌‌                             
caller‌‌would‌‌not‌‌be‌‌required‌‌to‌‌download‌‌an‌‌app;‌‌they‌‌would‌‌simply‌‌receive‌‌a‌‌non-intrusive‌‌text‌‌                               
message‌ ‌asking‌ ‌to‌ ‌allow‌ ‌or‌ ‌deny‌ ‌access‌ ‌while‌‌still‌‌on‌‌the‌‌phone‌‌with‌‌the‌‌911‌‌operator.‌‌Along‌‌                                 
with‌ ‌live‌ ‌video,‌ ‌passengers‌ ‌could‌ ‌provide‌ ‌audio,‌ ‌text,‌ ‌or‌ ‌images‌ ‌that‌ ‌would‌ ‌also‌ ‌be‌ ‌made‌‌                             
available‌ ‌to‌ ‌First‌ ‌Responders‌ ‌through‌ ‌ArkeMobile.‌ ‌Any‌ ‌passengers‌ ‌using‌ ‌ArkeLive‌ ‌would‌ ‌be‌‌                       
coached‌ ‌by‌ ‌the‌ ‌911‌ ‌operator‌ ‌to‌ ‌ensure‌ ‌the‌ ‌passenger‌ ‌remained‌ ‌out‌ ‌of‌ ‌harm's‌‌way.‌‌Figure‌‌3,‌‌                               
displays‌ ‌a‌ ‌conceptual‌ ‌UI‌ ‌screen‌ ‌of‌ ‌an‌ ‌unattended‌ ‌piece‌ ‌of‌ ‌luggage‌ ‌being‌ ‌reported‌ ‌through‌‌                           
ArkeLive‌ ‌on‌ ‌a‌ ‌mobile‌ ‌browser.‌ ‌ 

ArkeAPI‌ ‌Connects‌ ‌the‌ ‌existing‌ ‌technology‌ ‌ecosystem‌ ‌by‌ ‌enabling‌ ‌confidential‌ ‌structured‌                   
two-way‌ ‌communication‌ ‌between‌ ‌existing‌ ‌and‌ ‌future‌ ‌technology‌ ‌systems.‌ ‌This‌ ‌enables‌ ‌the‌‌                     
Airport‌‌operations‌‌center,‌‌Emergency‌‌Communication‌‌centers,‌‌Public‌‌Safety‌‌Answering‌‌Points,‌‌                   
or‌ ‌First‌ ‌Responders‌ ‌to‌ ‌see‌ ‌a‌ ‌complete‌ ‌digital‌ ‌representation,‌ ‌a‌ ‌“Digital-Twin,''‌ ‌on‌ ‌one‌ ‌map.‌ ‌ 
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1. Autonomous‌ ‌UAS‌ ‌and‌ ‌terrestrial‌ ‌robotics‌ ‌systems‌‌ ‌‌example:‌ ‌‌Skydio‌‌ ‌‌Autel‌ ‌Drones‌ ‌ 
2. Perimeter‌ ‌security‌ ‌systems‌‌ ‌‌example:‌ ‌‌Asylon‌ ‌Perimeter‌ ‌Security‌ ‌ 
3. Counter‌ ‌UAS‌‌ ‌‌example:‌ ‌‌AeroDefense‌ ‌ 
4. Manned‌ ‌aircraft‌ ‌tracking‌ ‌systems‌‌ ‌example:‌ ‌‌Sunhillo‌‌ ‌‌FlightAware‌ ‌ 
5. FOD‌ ‌detection,‌ ‌Wildlife‌ ‌Tracking‌ ‌&‌ ‌Mitigation‌‌ ‌‌example:‌ ‌‌Cellular‌ ‌Tracking‌ ‌Technologies‌ ‌ 
6. Building‌ ‌Controls:‌‌ ‌Digital‌ ‌signage,‌ ‌CCTV‌ ‌cameras,‌ ‌alarms,‌ ‌door‌ ‌access‌ ‌ 
7. Gunshot‌ ‌detection‌‌ ‌‌example:‌ ‌‌ShotSpotter‌ ‌ 
8. IoT‌ ‌sensors:‌‌ ‌airport‌ ‌vehicle‌ ‌tracking‌ ‌systems,wearable‌ ‌electronic‌ ‌devices,‌‌ ‌  
9. Meteorological‌ ‌data:‌‌ ‌On‌ ‌Airport,‌ ‌or‌ ‌Public‌ ‌data‌ ‌‌example:‌ ‌‌National‌ ‌Weather‌ ‌Service‌ ‌ 

USE‌ ‌CASE‌ ‌-‌ ‌“FAA‌ ‌TECH‌ ‌CENTER‌ ‌FIRE”‌ ‌(SEE‌ ‌APPENDIX‌ ‌H)‌ ‌ 
With‌ ‌six‌ ‌functional‌ ‌modules‌ ‌and‌ ‌six‌ ‌sub-systems,‌ ‌it’s‌ ‌difficult‌ ‌to‌ ‌imagine‌ ‌the‌ ‌true‌ ‌value‌‌of‌‌the‌‌                               
ARKE‌ ‌platform‌ ‌conceptually.‌ ‌Due‌ ‌to‌ ‌space‌ ‌constraints,‌ ‌we’ve‌‌included‌‌a‌‌compelling‌‌use-case‌‌                       
based‌‌on‌‌a‌‌building‌‌fire‌‌that‌‌occurred‌‌at‌‌the‌‌FAA‌‌Tech‌‌Center‌‌in‌‌2012‌‌and‌‌included‌‌a‌‌narrative‌‌                                   
explaining‌ ‌how‌ ‌ARKE‌ ‌could‌ ‌have‌ ‌helped‌ ‌First‌ ‌Responders‌ ‌that‌ ‌day‌ ‌(APPENDIX‌ ‌H).‌ ‌ 
‌ 

ENGINEERING‌ ‌APPROACH‌ ‌ 
As‌ ‌an‌ ‌interdisciplinary‌ ‌team,‌ ‌developing‌ ‌an‌ ‌engineering‌‌approach‌‌that‌‌would‌‌allow‌‌each‌‌team‌‌                         
member‌‌to‌‌utilize‌‌their‌‌specific‌‌skill‌‌set‌‌was‌‌critical.‌‌Team‌‌members‌‌were‌‌assigned‌‌unique‌‌roles‌‌                             
on‌ ‌one‌ ‌of‌ ‌two‌ ‌project‌ ‌sub-teams;‌ ‌Software‌ ‌Development,‌ ‌Research‌ ‌&‌ ‌Outreach.‌ ‌The‌ ‌figure‌‌                         
below‌ ‌displays‌ ‌each‌ ‌team‌ ‌member,‌ ‌along‌ ‌with‌ ‌their‌ ‌respective‌ ‌roles.‌‌ ‌  

‌ 
Figure‌ ‌4:‌ ‌Team‌ ‌Member‌ ‌Responsibilities‌ ‌ 

The‌ ‌utilization‌ ‌of‌ ‌two‌ ‌sub-teams‌ ‌allowed‌ ‌for‌ ‌an‌ ‌engineering‌ ‌design‌ ‌process‌‌that‌‌was‌‌fast‌‌and‌‌                             
effective.‌ ‌The‌ ‌process‌ ‌consisted‌ ‌of‌ ‌five‌ ‌stages,‌ ‌which‌‌helped‌‌to‌‌reduce‌‌the‌‌amount‌‌of‌‌wasted‌‌                             
effort.‌ ‌The‌ ‌first‌ ‌stage‌ ‌of‌ ‌the‌ ‌engineering‌ ‌process‌ ‌was‌ ‌to‌ ‌conduct‌ ‌an‌ ‌in-depth‌ ‌literature‌ ‌and‌                             
market‌ ‌review.‌ ‌This‌ ‌provided‌ ‌the‌ ‌necessary‌ ‌background‌ ‌information‌ ‌needed‌ ‌to‌ ‌ensure‌ ‌any‌‌                       
proposed‌ ‌ideas‌ ‌were‌‌innovative‌‌and‌‌could‌‌successfully‌‌fill‌‌a‌‌need.‌‌Next,‌‌virtual‌‌meetings‌‌were‌‌                           
conducted‌ ‌with‌ ‌airport‌ ‌personnel‌ ‌and‌ ‌First‌ ‌Responders‌ ‌from‌ ‌across‌ ‌the‌‌United‌‌States.‌‌These‌‌                         
meetings‌ ‌were‌ ‌used‌ ‌to‌ ‌gain‌ ‌insight‌ ‌into‌ ‌the‌ ‌day-to-day‌ ‌operations‌ ‌of‌ ‌industry‌ ‌professionals,‌‌                         
while‌ ‌also‌ ‌gaining‌ ‌valuable‌ ‌feedback‌ ‌regarding‌ ‌which‌ ‌features‌ ‌would‌ ‌be‌ ‌most‌ ‌beneficial.‌‌                       
Following‌‌the‌‌outreach‌‌efforts‌‌was‌‌stage‌‌three‌‌of‌‌the‌‌design‌‌process.‌‌This‌‌consisted‌‌of‌‌creating‌‌                             
a‌ ‌features‌ ‌list,‌ ‌along‌ ‌with‌ ‌developing‌ ‌conceptual‌ ‌user‌ ‌interface‌ ‌(UI)‌ ‌screens.‌ ‌All‌ ‌design‌‌                         
decisions‌‌made‌‌during‌‌stage‌‌three‌‌were‌‌based‌‌on‌‌the‌‌information‌‌gathered‌‌during‌‌the‌‌first‌‌two‌‌                             
stages‌‌of‌‌the‌‌design‌‌process.‌‌The‌‌features‌‌list‌‌and‌‌conceptual‌‌UI‌‌screens‌‌were‌‌then‌‌provided‌‌to‌‌                               
the‌ ‌software‌ ‌development‌ ‌team.‌ ‌An‌ ‌Agile‌ ‌software‌ ‌development‌ ‌framework‌ ‌was‌ ‌used‌‌to‌‌help‌‌                         
quickly‌‌develop‌‌and‌‌iterate‌‌a‌‌working‌‌prototype‌‌for‌‌Beta-Testing.‌‌The‌‌project‌‌management‌‌tool‌‌                         
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https://www.skydio.com/
https://auteldrones.com/
https://asylonrobotics.com/
https://www.aerodefense.tech/
https://www.sunhillo.com/
https://flightaware.com/adsb/coverage#feeder-sites
https://celltracktech.com/
https://www.shotspotter.com/
https://www.weather.gov/documentation/services-web-api
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“Trello”‌ ‌was‌ ‌used‌ ‌to‌ ‌coordinate‌ ‌research‌ ‌and‌ ‌development‌ ‌efforts,‌ ‌post‌ ‌new‌ ‌builds‌ ‌weekly,‌‌                         
remaining‌‌agile‌‌to‌‌the‌‌feedback‌‌being‌‌gathered‌‌across‌‌the‌‌team‌‌from‌‌customers.‌‌The‌‌final‌‌stage‌‌                             
of‌ ‌the‌ ‌engineering‌ ‌design‌ ‌process‌ ‌consisted‌ ‌of‌ ‌reviewing‌ ‌the‌ ‌current‌ ‌prototype‌ ‌and‌ ‌iterating‌‌                         
previous‌ ‌stages‌ ‌when‌ ‌necessary.‌ ‌ 

CONCEPT‌ ‌LIFECYCLE‌ ‌ 

Guiding‌ ‌Principles‌ ‌ 
Public‌ ‌Safety‌ ‌technology‌ ‌providers‌ ‌have‌ ‌a‌ ‌tremendous‌ ‌responsibility‌ ‌to‌ ‌the‌ ‌First‌ ‌Responders‌‌                       
who‌ ‌depend‌ ‌on‌ ‌it,‌ ‌the‌ ‌911‌ ‌caller,‌ ‌and‌ ‌the‌ ‌general‌ ‌public.‌ ‌Recognizing‌ ‌this‌ ‌responsibility,‌ ‌the‌‌                             
development‌ ‌of‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌is‌ ‌driven‌ ‌by‌ ‌a‌ ‌multi-part‌ ‌thesis‌ ‌comprised‌ ‌of‌‌the‌‌‌following‌‌                             
guiding‌ ‌principles:‌ ‌ 

1. Do‌ ‌no‌ ‌harm‌‌ ‌Never‌ ‌get‌ ‌in‌ ‌the‌ ‌way‌ ‌of‌ ‌the‌ ‌responder‌ ‌doing‌ ‌their‌ ‌job‌.‌ ‌ 
2. Holistic‌ ‌approach‌‌ ‌“ARKE‌ ‌can‌ ‌help‌ ‌you‌ ‌manage‌ ‌your‌ ‌department‌ ‌from‌ ‌one‌ ‌platform.”‌ ‌ 
3. Cybersecurity‌‌(zero-trust)‌‌Maintain‌‌confidentiality,‌‌access‌‌control,‌‌user‌‌roles,‌‌data‌‌integrity,‌‌                   

and‌ ‌redundancy‌ ‌to‌ ‌remain‌ ‌operational‌ ‌in‌ ‌austere‌ ‌environments‌ ‌or‌ ‌worst‌ ‌case‌ ‌scenarios‌ ‌ 
4. Hardware‌ ‌agnostic‌ ‌Connect‌ ‌existing‌ ‌technology‌ ‌investments‌ ‌on‌ ‌any‌ ‌platform,‌ ‌or‌ ‌any‌                     

device.‌ ‌(iOS,‌ ‌Android,‌ ‌Browser‌ ‌on‌ ‌desktop,‌ ‌laptop,‌ ‌tablet,‌ ‌or‌ ‌mobile)‌ ‌ 
5. Interoperable‌ ‌Integrations‌ ‌with‌ ‌leading‌ ‌industry‌ ‌partners‌ ‌like‌ ‌Geospatial‌ ‌Information‌‌                 

Systems‌ ‌like‌ ‌ESRI,‌ ‌RapidSOS,‌ ‌Flight-Aware,‌ ‌Google‌ ‌Weather,‌ ‌etc.‌ ‌ 
6. Automation‌‌ ‌‌Automate‌ ‌data‌ ‌collection,‌ ‌sharing,‌ ‌and‌ ‌reporting‌ ‌whenever‌ ‌possible‌ ‌ 
7. Connect‌ ‌the‌ ‌Existing/Future‌ ‌Technology‌ ‌Ecosystem‌ ‌Designed‌ ‌for‌ ‌integration‌ ‌with‌ ‌all‌‌                   

commercially‌ ‌available‌ ‌industrial‌ ‌Autonomous‌ ‌UAS‌ ‌and‌ ‌terrestrial‌ ‌robotics‌ ‌systems,‌‌                 
counter‌ ‌UAS,‌ ‌perimeter‌ ‌security‌ ‌systems,‌ ‌wildlife‌ ‌tracking,‌ ‌gunshot‌ ‌detection,‌ ‌door‌‌                   
access,‌ ‌facial‌ ‌recognition,‌ ‌IoT‌ ‌sensors,‌ ‌alarms,‌ ‌wearable‌ ‌electronic‌ ‌devices,‌ ‌Citizen‌ ‌etc.‌ ‌ 

8. Future-Proof‌ ‌Leverage‌ ‌modern‌ ‌cloud-based,‌ ‌edge-compute,‌ ‌Artificial‌ ‌Intelligence,‌ ‌and‌‌               
Machine‌ ‌Learning‌ ‌to‌ ‌bring‌ ‌future‌ ‌value‌ ‌to‌ ‌existing‌ ‌users‌ ‌and‌ ‌enable‌ ‌aggressive‌ ‌innovation‌ ‌ 

9. Mutual-Aid‌ ‌Ready‌‌ ‌For‌ ‌building‌ ‌and‌ ‌sharing‌ ‌a‌ ‌common‌ ‌operating‌ ‌picture‌ ‌with‌ ‌local‌ ‌partners‌ ‌ 
10. Simple‌‌&‌‌Powerful‌‌Having‌‌a‌‌simple‌‌interface‌‌with‌‌powerful‌‌insights‌‌makes‌‌ARKE‌‌easy‌‌to‌‌                           

install,‌ ‌train,‌‌and‌‌maintain‌‌for‌‌any‌‌department.‌‌“Simplicity‌‌is‌‌the‌‌ultimate‌‌sophistication”‌ ‌-‌‌                         
Leonardo‌ ‌DaVinci‌ ‌ 

Design‌ ‌Assumptions‌ ‌‌(See‌ ‌Appendix‌ ‌K‌ ‌|‌ ‌Design‌ ‌Assumptions‌ ‌Detail)‌ ‌ 
ARKE‌ ‌relies‌ ‌on‌ ‌airport‌ ‌first‌ ‌responder‌ ‌personnel‌ ‌already‌ ‌having‌ ‌or‌ ‌are‌ ‌capable‌ ‌of‌ ‌acquiring‌‌                           
access‌ ‌to‌ ‌an‌ ‌internet‌ ‌accessible‌ ‌mobile‌ ‌device‌ ‌such‌ ‌as‌ ‌a‌ ‌cell‌ ‌phone‌ ‌or‌ ‌tablet.‌ ‌In‌ ‌an‌ ‌effort‌‌to‌‌                                   
promote‌ ‌safe‌ ‌and‌ ‌secure‌ ‌adoption‌ ‌of‌ ‌mobile‌ ‌devices‌ ‌in‌ ‌the‌ ‌workplace,‌ ‌the‌ ‌DHS‌ ‌has‌‌recently‌‌                             
created‌‌the‌‌Mobile‌‌Device‌‌Security‌‌(MDS)‌‌project,‌‌which‌‌allows‌‌federal‌‌employees‌‌to‌‌bring‌‌their‌‌                           
own‌ ‌devices‌ ‌to‌ ‌work‌ ‌(Department‌ ‌of‌ ‌Homeland‌ ‌Security,‌ ‌2021).‌ ‌This‌ ‌initiative‌ ‌ensures‌‌                       
employees‌ ‌have‌ ‌access‌ ‌to‌ ‌the‌ ‌necessary‌ ‌mobile‌ ‌devices‌ ‌needed‌ ‌to‌ ‌perform‌ ‌work‌ ‌related‌‌                         
activities,‌‌while‌‌also‌‌meeting‌‌security‌‌and‌‌privacy‌‌needs.‌‌Through‌‌outreach‌‌efforts‌‌with‌‌industry‌‌                         
professionals‌ ‌it‌ ‌was‌ ‌determined‌ ‌that‌ ‌the‌ ‌assumption‌ ‌of‌ ‌mobile‌‌devices‌‌being‌‌readily‌‌available‌‌                         
was‌ ‌reasonable‌ ‌and‌ ‌would‌ ‌be‌ ‌regarded‌ ‌as‌ ‌true‌ ‌going‌ ‌forward.‌‌ ‌  
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Commercialization‌ ‌Strategy‌ ‌ 
PHASE‌‌1‌‌|‌‌Market‌‌Research:‌‌The‌‌first‌‌phase‌‌of‌‌work‌‌focused‌‌on‌‌defining‌‌the‌‌current‌‌standard‌‌                               
of‌ ‌care‌ ‌within‌ ‌the‌ ‌Public‌ ‌Safety‌ ‌and‌ ‌Emergency‌ ‌Management‌ ‌industry.‌ ‌A‌ ‌market‌ ‌study‌ ‌was‌‌                           
conducted‌ ‌to‌ ‌identify‌ ‌current‌ ‌challenges,‌ ‌existing‌ ‌solutions,‌ ‌technology‌ ‌capabilities‌ ‌of‌ ‌the‌‌                     
tri-service,‌ ‌across‌‌the‌‌US.‌‌Reports‌‌generated‌‌by‌‌federal‌‌agencies‌‌such‌‌as‌‌the‌‌Federal‌‌Aviation‌‌                           
Administration‌ ‌(FAA),‌ ‌Transportation‌ ‌Security‌ ‌Agency‌ ‌(TSA),‌ ‌and‌ ‌Federal‌ ‌Communication‌‌                 
Commision‌‌(FCC)‌‌were‌‌used‌‌to‌‌identify‌‌regulatory‌‌compliance‌‌standards,‌‌and‌‌general‌‌operating‌‌                       
practices.‌‌Publicly‌‌available‌‌Medical‌‌journals,‌‌United‌‌States‌‌Fire‌‌Administration‌‌Reports,‌‌Airport‌‌                     
Emergency‌ ‌Plans,‌ ‌and‌ ‌explosives‌ ‌incident‌ ‌reports‌ ‌(EIR)‌ ‌were‌ ‌used‌ ‌to‌ ‌identify‌ ‌the‌ ‌most‌‌                         
prevalent‌‌emergencies‌‌at‌‌airports‌‌and‌‌their‌‌severity‌‌in‌‌order‌‌to‌‌prioritize‌‌the‌‌initial‌‌target‌‌market‌‌                             
for‌ ‌ARKE‌ ‌and‌ ‌the‌ ‌corresponding‌ ‌features‌ ‌that‌ ‌would‌ ‌serve‌ ‌that‌ ‌market‌ ‌best.‌ ‌A‌ ‌competitive‌‌                           
landscape‌ ‌analysis‌ ‌and‌ ‌SWOT‌ ‌analysis‌ ‌was‌ ‌conducted,‌ ‌identifying‌ ‌nearly‌ ‌40‌ ‌related‌‌                     
commercially‌‌available‌‌technologies‌‌to‌‌inform‌‌the‌‌team’s‌‌go-to-market‌‌strategy‌‌including‌‌pricing,‌‌                     
positioning,‌ ‌marketing,‌ ‌distribution,‌ ‌training,‌ ‌and‌ ‌product‌ ‌support.‌‌ ‌  

PHASE‌‌1A‌‌|‌‌Customer‌‌Discovery:‌‌A‌‌national‌‌outreach‌‌campaign‌‌was‌‌also‌‌conducted‌‌to‌‌gain‌‌                           
direct‌‌feedback‌‌from‌‌airport‌‌administrators,‌‌department‌‌chiefs,‌‌and‌‌active‌‌First‌‌Responders‌‌from‌‌                       
across‌‌the‌‌county.‌‌This‌‌campaign‌‌consisted‌‌of‌‌a‌‌mix‌‌of‌‌hybrid‌‌and‌‌virtual‌‌meetings‌‌that‌‌provided‌‌                               
a‌ ‌direct‌ ‌“voice‌ ‌of‌ ‌the‌ ‌customer”‌ ‌to‌‌ensure‌‌ARKE‌‌would‌‌sufficiently‌‌meet‌‌the‌‌needs‌‌of‌‌industry‌‌                               
professionals.‌‌‌During‌‌the‌‌research‌‌period,‌‌the‌‌Rowan‌‌team‌‌identified‌‌and‌‌partnered‌‌with‌‌4‌‌Fire‌‌                           
departments‌ ‌that‌ ‌agreed‌ ‌to‌ ‌Beta-Test‌ ‌ARKE‌ ‌and‌ ‌are‌ ‌currently‌ ‌evaluating‌ ‌the‌ ‌technology‌ ‌today.‌‌ ‌  

PHASE‌ ‌2‌ ‌|‌ ‌Beta-Testing‌ ‌(LIVE):‌ ‌While‌ ‌this‌ ‌is‌ ‌a‌ ‌research‌ ‌based‌ ‌competition,‌ ‌this‌ ‌team‌ ‌has‌‌                             
developed‌ ‌a‌ ‌working‌ ‌prototype‌ ‌which‌ ‌is‌ ‌described‌ ‌in‌ ‌detail‌ ‌in‌ ‌the‌ ‌Project‌‌Description‌‌section.‌‌                           
The‌ ‌team‌ ‌fully‌ ‌intends‌ ‌on‌ ‌commercializing‌ ‌this‌ ‌technology‌ ‌for‌ ‌use‌ ‌at‌ ‌Airports,‌ ‌and‌‌due‌‌to‌‌the‌‌                               
“can-not-fail”‌ ‌nature‌ ‌of‌ ‌Public‌ ‌Safety‌ ‌technology,‌ ‌live‌ ‌beta-testing‌ ‌is‌ ‌being‌ ‌conducted‌ ‌at‌ ‌the‌‌                         
departments‌ ‌listed‌ ‌below.‌ ‌Each‌ ‌of‌ ‌these‌ ‌organizations‌ ‌have‌ ‌supported‌ ‌the‌ ‌Rowan‌ ‌team‌‌on‌‌a‌‌                           
weekly‌‌basis‌‌during‌‌the‌‌competition‌‌and‌‌have‌‌expressed‌‌that‌‌ARKE‌‌has‌‌the‌‌potential‌‌to‌‌benefit‌‌                             
their‌ ‌department.‌ ‌L‌etters‌ ‌of‌ ‌support‌ ‌can‌ ‌be‌ ‌found‌ ‌in‌ ‌‌the‌ ‌Appendix.‌ ‌It‌‌is‌‌important‌‌to‌‌note‌‌that‌‌                                 
securing‌ ‌the‌ ‌support‌ ‌and‌ ‌beta-testing‌ ‌with‌ ‌Atlantic‌ ‌City‌ ‌International‌ ‌Airport‌ ‌and‌ ‌Cape‌ ‌May‌‌                         
Airport’s‌‌primary‌‌fire‌‌department‌‌are‌‌both‌‌critical‌‌indicators‌‌for‌‌technology‌‌viability‌‌in‌‌the‌‌aviation‌‌                           
market‌ ‌as‌ ‌both‌ ‌airports‌ ‌are‌ ‌known‌ ‌for‌ ‌conducting‌ ‌industry‌ ‌leading‌‌research‌‌as‌‌FAA‌‌classified‌‌                           
“Research‌ ‌Test-Beds”.‌ ‌ACY‌ ‌and‌ ‌WWD‌ ‌are‌ ‌the‌ ‌ideal‌ ‌locations‌‌to‌‌test‌‌due‌‌to‌‌the‌‌complexity‌‌of‌‌                               
nearby‌ ‌operations‌ ‌at‌ ‌the‌ ‌national‌ ‌hub‌ ‌for‌ ‌aviation‌ ‌research,‌ ‌the‌ ‌William‌ ‌J.‌ ‌Hughes‌ ‌Technical‌‌                           
Center.‌‌ ‌  

SJTA‌ ‌Aircraft‌ ‌Rescue‌ ‌and‌ ‌Fire‌ ‌Fighting‌ ‌Department‌ ‌-‌ ‌Atlantic‌ ‌City‌ ‌International‌ ‌(ACY)‌ ‌ 
➢ Contact:‌ ‌Chief‌ ‌Nelson‌ ‌Wiest‌ ‌ 

Erma‌ ‌Volunteer‌ ‌Fire‌ ‌Company‌ ‌-‌ ‌Cape‌ ‌May‌ ‌Airport‌ ‌(WWD)‌ ‌Primary‌ ‌FD‌ ‌ 
➢ Contact:‌ ‌Chief‌ ‌Dave‌ ‌Lepor‌ ‌ 

Glassboro‌ ‌Fire‌ ‌Department‌ ‌-‌ ‌Rowan‌ ‌University,‌ ‌Gloucester‌ ‌County,‌ ‌NJ‌ ‌ 
➢ Contact:‌ ‌Chief‌ ‌Steve‌ ‌Smith‌ ‌ 

Bushkill‌ ‌Township‌ ‌Volunteer‌ ‌Fire‌ ‌Company‌ ‌-‌ ‌Bushkill‌ ‌Township,‌ ‌PA‌ ‌ 
➢ Contact:‌ ‌Alex‌ ‌Thompson‌ ‌(President)‌ ‌ 

‌ 

-‌ ‌13‌ ‌-‌ ‌ 
‌ 



‌ 

PHASE‌ ‌3‌ ‌|‌ ‌Commercial‌ ‌Launch:‌ ‌‌ARKE‌ ‌was‌ ‌originally‌ ‌developed‌ ‌by‌ ‌Arke‌ ‌Aeronautics‌ ‌LLC,‌‌                         
founded‌ ‌by‌ ‌the‌ ‌Rowan‌ ‌Team‌‌Project‌‌Lead‌‌as‌‌a‌‌commercial‌‌solution‌‌for‌‌State‌‌and‌‌local‌‌Public‌‌                               
Safety‌ ‌organizations‌ ‌(i.e.‌ ‌Law‌ ‌Enforcement,‌‌EMS,‌‌Fire‌‌Rescue).‌‌If‌‌selected‌‌as‌‌the‌‌recipient‌‌of‌‌                           
the‌ ‌competition‌ ‌grand‌ ‌prize,‌ ‌the‌ ‌Rowan‌ ‌team‌ ‌intends‌ ‌on‌ ‌continuing‌ ‌it’s‌ ‌efforts‌ ‌along‌ ‌with‌ ‌its‌‌                             
industry‌ ‌partners‌ ‌by‌ ‌leveraging‌ ‌the‌ ‌grant‌ ‌into‌ ‌a‌ ‌future‌ ‌private‌ ‌financing‌ ‌with‌ ‌local‌ ‌economic‌‌                           
development‌‌programs,‌‌investors,‌‌and‌‌future‌‌SBIR‌‌applications.‌‌Arke‌‌is‌‌currently‌‌in‌‌early-stage‌‌                       
discussions‌‌with‌‌multiple‌‌area‌‌investors,‌‌funds,‌‌and‌‌economic‌‌development‌‌programs‌‌who‌‌have‌‌                       
expressed‌‌their‌‌interest‌‌in‌‌participating‌‌in‌‌our‌‌next‌‌round‌‌of‌‌financing.‌‌Our‌‌award-winning‌‌team‌‌                           
of‌ ‌Rowan‌ ‌engineering,‌ ‌computer‌ ‌science,‌ ‌and‌ ‌cybersecurity‌ ‌students‌ ‌have‌ ‌developed‌ ‌a‌‌                     
minimum‌‌viable‌‌product‌‌currently‌‌in‌‌“live-beta”‌‌with‌‌multiple‌‌Public‌‌Safety‌‌departments.‌‌This‌‌trial‌‌                         
is‌‌being‌‌conducted‌‌to‌‌test‌‌feature‌‌performance,‌‌while‌‌debugging‌‌any‌‌discovered‌‌issues.‌‌Figure‌‌                         
5‌ ‌displays‌ ‌a‌ ‌timeline‌ ‌for‌ ‌both‌ ‌the‌ ‌completed‌ ‌and‌ ‌upcoming‌ ‌implementation‌ ‌phases.‌ ‌ 

‌ 
Figure‌ ‌5:‌ ‌Testing‌ ‌and‌ ‌Implementation‌ ‌Plan‌ ‌ 

A‌ ‌beta-ready‌ ‌product‌ ‌was‌ ‌successfully‌ ‌completed‌ ‌in‌ ‌January‌ ‌of‌ ‌2021.‌ ‌This‌ ‌allowed‌ ‌for‌ ‌the‌‌                           
implementation‌ ‌process‌ ‌to‌ ‌proceed‌ ‌to‌ ‌the‌ ‌live-testing‌ ‌phases.‌ ‌As‌ ‌seen‌ ‌in‌ ‌Figure‌ ‌5,‌ ‌live‌‌                           
beta-testing‌‌with‌‌the‌‌Glassboro‌‌Fire‌‌Department‌‌began‌‌in‌‌February.‌‌Along‌‌with‌‌testing‌‌ARKEin‌‌                         
a‌‌municipal‌‌setting,‌‌additional‌‌environments‌‌were‌‌sought‌‌out‌‌to‌‌test‌‌the‌‌viability‌‌of‌‌the‌‌platform‌‌                             
in‌ ‌a‌‌variety‌‌of‌‌situations.‌‌Testing‌‌within‌‌an‌‌Aircraft‌‌Rescue‌‌and‌‌Firefighting‌‌(ARFF)‌‌department‌‌                           
will‌ ‌be‌ ‌essential‌ ‌to‌ ‌gauge‌ ‌the‌‌effectiveness‌‌of‌‌ARKE‌‌within‌‌an‌‌indexed‌‌airport‌‌setting.‌‌Atlantic‌‌                             
City‌‌International‌‌Airport‌‌(ACY)‌‌is‌‌an‌‌index‌‌E‌‌airport,‌‌which‌‌means‌‌it‌‌is‌‌required‌‌to‌‌have‌‌3‌‌ARFF‌‌                                   
vehicles,‌ ‌making‌ ‌it‌ ‌an‌ ‌ideal‌‌candidate‌‌for‌‌the‌‌ARKE‌‌platform.‌‌Through‌‌outreach‌‌efforts,‌‌ACY’s‌‌                           
ARFF‌ ‌department‌ ‌agreed‌ ‌to‌ ‌test‌ ‌the‌ ‌software,‌ ‌which‌ ‌is‌ ‌anticipated‌ ‌to‌ ‌begin‌ ‌in‌ ‌June.‌ ‌Testing‌‌                             
within‌ ‌a‌ ‌general‌ ‌aviation‌ ‌airport‌ ‌fire‌ ‌department‌ ‌was‌ ‌also‌ ‌identified‌ ‌as‌ ‌an‌ ‌ideal‌ ‌testing‌‌                           
environment.‌ ‌Again,‌ ‌outreach‌ ‌efforts‌ ‌proved‌ ‌successful‌ ‌as‌ ‌the‌ ‌Cape‌ ‌May‌ ‌Airport’s‌ ‌(WWD)‌‌                       
primary‌‌fire‌‌department‌‌agreed‌‌to‌‌beta-test‌‌the‌‌ARKE‌‌technology,‌‌which‌‌is‌‌expected‌‌to‌‌begin‌‌in‌‌                             
June.‌‌These‌‌three‌‌unique‌‌test‌‌settings‌‌will‌‌provide‌‌valuable‌‌information‌‌in‌‌a‌‌variety‌‌of‌‌situations‌‌                             
that‌ ‌will‌ ‌prepare‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌for‌ ‌a‌ ‌national‌ ‌implementation‌ ‌campaign.‌ ‌It‌ ‌is‌ ‌reasonably‌‌                           
expected‌ ‌that‌ ‌by‌ ‌April‌ ‌of‌ ‌2022‌ ‌the‌ ‌ARKE‌ ‌software‌ ‌platform‌ ‌will‌ ‌be‌ ‌completed‌ ‌and‌ ‌ready‌ ‌for‌‌                               
deployment.‌‌After‌‌deployment,‌‌periodic‌‌maintenance‌‌and‌‌updates‌‌will‌‌ensure‌‌the‌‌platform‌‌stays‌‌                       
up‌ ‌to‌ ‌date‌ ‌and‌ ‌continues‌ ‌to‌ ‌operate‌ ‌as‌ ‌intended.‌‌ ‌  

RISK‌ ‌ASSESSMENT‌ ‌ 
A‌ ‌risk‌‌assessment‌‌was‌‌conducted‌‌to‌‌effectively‌‌characterize‌‌the‌‌inherent‌‌risks‌‌associated‌‌with‌‌                         
the‌ ‌proposed‌ ‌technology‌ ‌implementation‌ ‌for‌ ‌Smart‌ ‌Airports.‌ ‌The‌ ‌top‌ ‌five‌ ‌risks‌ ‌categories‌‌                       
identified‌‌were‌‌derived‌‌from‌‌a‌‌combination‌‌of‌‌literature‌‌review,‌‌and‌‌customer‌‌interviews.‌ ‌In‌‌this‌‌                           
assessment,‌ ‌each‌ ‌risk‌ ‌was‌ ‌assigned‌ ‌a‌ ‌factor‌‌of‌‌“likelihood”‌‌and‌‌“severity”‌‌ranging‌‌from‌‌low‌‌to‌‌                             
high,‌ ‌selected‌ ‌and‌ ‌evaluated‌ ‌based‌ ‌on‌ ‌ISO‌ ‌standard‌ ‌14971.‌ ‌ 
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Figure‌ ‌6.‌ ‌ISO‌ ‌14971‌  ‌Risk‌ ‌Assessment‌ ‌Matrix‌ ‌ 

Table‌ ‌3.‌‌ ‌Risks‌ ‌and‌ ‌Risk‌ ‌Mitigation‌ ‌Strategies‌

‌ 
Table‌ ‌3‌ ‌describes‌‌the‌‌top‌‌5‌‌risks‌‌identified‌‌through‌‌research‌‌and‌‌customer‌‌interviews.‌‌Each‌‌of‌‌                             
these‌‌risks‌‌are‌‌inherent‌‌to‌‌emergency‌‌management‌‌technology‌‌solutions‌‌and‌‌can‌‌be‌‌overcome‌‌                         
through‌‌the‌‌implementation‌‌of‌‌best‌‌practices,‌‌design‌‌innovation,‌‌detection‌‌of‌‌failure‌‌modes,‌‌and‌‌                         
redundancy.‌ ‌Specific‌ ‌mitigation‌ ‌strategies‌ ‌are‌ ‌highlighted‌ ‌on‌ ‌the‌ ‌right‌ ‌for‌ ‌each‌ ‌risk‌ ‌and‌ ‌a‌‌                           
comprehensive‌‌mitigation‌‌strategy‌‌with‌‌special‌‌emphasis‌‌on‌‌our‌‌robust‌‌cybersecurity‌‌posture‌‌is‌‌                       
included‌ ‌in‌ ‌Appendix‌ ‌G.‌ ‌ 

IMPACT‌ ‌ANALYSIS‌ ‌ 

One‌‌of‌‌the‌‌unique‌‌challenges‌‌Airports‌‌face‌‌is‌‌the‌‌variety‌‌of‌‌emergencies‌‌such‌‌as‌‌terminal‌‌fires,‌‌                               
hazardous‌ ‌material‌‌spills,‌‌and‌‌counter‌‌terrorism.‌‌ARKE‌‌enabled‌‌Smart‌‌Airports‌‌are‌‌anticipated‌‌                       
to‌ ‌see‌ ‌a‌ ‌reduction‌ ‌of‌ ‌their‌ ‌liability‌ ‌through‌ ‌improved‌ ‌Public‌ ‌Safety‌ ‌operational‌ ‌transparency,‌‌                         
accountability,‌ ‌and‌ ‌overall‌ ‌effectiveness‌ ‌across‌ ‌the‌ ‌tri-service‌ ‌(Law‌ ‌enforcement,‌ ‌EMS,‌ ‌and‌‌                     
Fire).‌ ‌This‌‌will‌‌ultimately‌‌lead‌‌to‌‌an‌‌overall‌‌improvement‌‌in‌‌airport‌‌safety,‌‌which‌‌would‌‌not‌‌only‌‌                               
enhance‌ ‌the‌ ‌experience‌ ‌of‌ ‌all‌ ‌passengers,‌ ‌but‌ ‌also‌ ‌encourage‌ ‌them‌ ‌to‌ ‌fly‌ ‌again.‌‌ ‌  

PASSENGER‌ ‌EXPERIENCE‌ ‌ 
ARKE‌ ‌enabled‌ ‌Smart‌‌Airports‌‌will‌‌see‌‌a‌‌greatly‌‌enhanced‌‌holistic‌‌passenger‌‌experience,‌‌from‌‌                         
arrival‌ ‌to‌ ‌departure,‌ ‌both‌ ‌directly‌ ‌and‌ ‌indirectly.‌ ‌Specific‌ ‌impacts‌ ‌depend‌ ‌on‌ ‌the‌ ‌incident,‌ ‌but‌‌                           
range‌ ‌from‌ ‌fewer‌ ‌delayed‌ ‌departures,‌ ‌to‌ ‌a‌ ‌simplified‌ ‌911‌ ‌reporting‌ ‌experience,‌ ‌to‌ ‌reduced‌‌                         
response‌ ‌times‌ ‌for‌ ‌911‌ ‌callers.‌‌ ‌  
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Land-Side‌ 
An‌ ‌internal‌‌review‌‌of‌‌publicly‌‌available‌‌Public‌‌Safety‌‌incident‌‌reports‌‌at‌‌medium‌‌and‌‌large‌‌hub‌‌                             
airports‌ ‌across‌ ‌the‌ ‌country‌ ‌was‌ ‌conducted‌ ‌to‌ ‌understand‌ ‌the‌ ‌most‌ ‌prevalent‌ ‌Public‌ ‌Safety‌‌                         
incidents‌‌affecting‌‌passengers.‌‌This‌‌study‌‌found‌‌that‌‌the‌‌most‌‌common‌‌Public‌‌Safety‌‌incidents‌‌                         
at‌ ‌Airports‌ ‌are‌ ‌general‌ ‌calls‌ ‌for‌ ‌service‌ ‌to‌ ‌the‌ ‌Police‌ ‌20%‌ ‌of‌ ‌which‌ ‌included‌ ‌low-risk‌ ‌traffic‌‌                               
violations‌‌(Metropolitan‌‌Washington‌‌Airports‌‌Authority,‌‌2020).‌‌In‌‌terms‌‌of‌‌actual‌‌life-threatening‌‌                     
emergencies,‌ ‌Medical‌ ‌emergencies‌ ‌are‌ ‌most‌ ‌common.‌ ‌With‌ ‌an‌ ‌aging‌ ‌population,‌ ‌differently‌‌                     
abled‌ ‌individuals,‌ ‌or‌ ‌those‌ ‌traveling‌ ‌with‌ ‌heart‌ ‌conditions‌ ‌are‌ ‌at‌ ‌risk‌ ‌for‌ ‌cardiac‌ ‌arrest.‌ ‌The‌‌                             
ARKE‌ ‌platform‌ ‌would‌ ‌ensure‌ ‌that‌ ‌Emergency‌ ‌Medical‌ ‌Services‌ ‌arrived‌‌at‌‌their‌‌location‌‌faster‌‌                         
and‌ ‌with‌ ‌the‌ ‌proper‌ ‌equipment.‌ ‌While‌ ‌Fire‌ ‌calls‌ ‌for‌ ‌service‌ ‌in‌‌termal‌‌are‌‌significantly‌‌fewer‌‌in‌‌                               
number,‌ ‌actual‌‌working‌‌fires‌‌or‌‌smoke‌‌in‌‌the‌‌building‌‌can‌‌have‌‌lasting‌‌effects‌‌on‌‌the‌‌customer‌‌                               
perception‌ ‌far‌‌beyond‌‌risk‌‌of‌‌physical‌‌harm,‌‌or‌‌facility‌‌damages.‌‌Despite‌‌all‌‌medium‌‌and‌‌large‌‌                             
hub‌ ‌airports‌ ‌having‌ ‌aircraft‌ ‌rescue‌ ‌and‌ ‌fire‌ ‌fighting‌ ‌capabilities,‌ ‌typically‌ ‌calls‌ ‌for‌ ‌service‌ ‌in‌‌                           
terminals‌‌are‌‌covered‌‌by‌‌local‌‌municipalities,‌‌not‌‌the‌‌ARFF‌‌department.‌‌With‌‌ARKE,‌‌these‌‌local‌‌                           
departments‌ ‌can‌‌get‌‌an‌‌enhanced‌‌level‌‌of‌‌detail‌‌inside‌‌the‌‌terminal‌‌about‌‌the‌‌emergency,‌‌and‌‌                             
coordinate‌ ‌their‌ ‌response‌ ‌to‌ ‌minimise‌ ‌risk‌ ‌to‌ ‌passengers‌ ‌and‌ ‌the‌ ‌facility.‌ ‌ 

‌ 
Air-Side‌ ‌ 
In‌ ‌the‌ ‌event‌ ‌of‌ ‌an‌ ‌aircraft‌ ‌crash,‌ ‌ARFF‌ ‌departments‌ ‌are‌ ‌well‌ ‌trained‌ ‌and‌ ‌prepared‌ ‌to‌ ‌swiftly‌‌                               
extinguish‌ ‌flames‌ ‌and‌ ‌evacuate‌ ‌passengers‌ ‌to‌ ‌safety.‌ ‌With‌ ‌the‌ ‌proliferation‌ ‌of‌ ‌Advanced‌ ‌Air‌‌                         
Mobility,‌ ‌Urban‌ ‌Air‌ ‌Mobility,‌ ‌and‌ ‌Vertical‌ ‌Take-Off‌ ‌and‌ ‌Landing‌ ‌capable‌ ‌vehicles,‌ ‌ARFF‌‌                       
departments‌ ‌will‌ ‌be‌ ‌dealing‌ ‌with‌ ‌both‌ ‌petroleum‌ ‌and‌ ‌lithium‌ ‌powered‌ ‌vehicles.‌ ‌Having‌‌                       
emergency‌ ‌shut-off‌ ‌procedures‌ ‌and‌ ‌access‌ ‌points‌ ‌shared‌ ‌with‌ ‌first‌ ‌responders‌ ‌based‌ ‌on‌ ‌the‌‌                         
type‌ ‌of‌ ‌air-craft‌ ‌they‌ ‌are‌ ‌responding‌ ‌to‌ ‌will‌ ‌ensure‌ ‌that‌ ‌passengers‌ ‌involved‌ ‌have‌ ‌the‌ ‌best‌‌                             
quality‌ ‌service‌ ‌and‌ ‌highest‌ ‌possible‌ ‌chances‌ ‌of‌ ‌survival.‌ ‌ 

General‌ ‌ 
Effective‌ ‌communication‌ ‌between‌ ‌emergency‌ ‌management‌ ‌and‌ ‌First‌ ‌Responders‌ ‌will‌ ‌be‌‌                   
beneficial‌ ‌during‌ ‌extreme‌ ‌weather‌ ‌conditions,‌ ‌natural‌ ‌disasters,‌ ‌or‌ ‌utility‌ ‌failure‌ ‌to‌ ‌ensure‌‌                       
passengers‌ ‌remain‌ ‌calm‌ ‌and‌ ‌orderly,‌ ‌therefore‌‌preventing‌‌the‌‌situation‌‌from‌‌escalating.‌‌In‌‌the‌‌                         
case‌ ‌of‌ ‌a‌ ‌medical‌ ‌emergency,‌ ‌First‌ ‌Responders‌ ‌will‌ ‌arrive‌ ‌quickly‌ ‌with‌ ‌the‌ ‌information‌‌                         
necessary‌ ‌to‌ ‌ensure‌ ‌the‌ ‌distressed‌ ‌passenger‌ ‌is‌‌treated‌‌as‌‌effectively‌‌as‌‌possible.‌‌Lastly,‌‌the‌‌                           
impact‌ ‌of‌ ‌disruptive‌ ‌passengers‌ ‌will‌ ‌be‌ ‌dealt‌ ‌with‌ ‌more‌ ‌efficiently,‌ ‌reducing‌ ‌the‌ ‌chances‌ ‌of‌‌                           
delayed‌ ‌or‌ ‌cancelled‌ ‌flights.‌‌ ‌  

One‌ ‌of‌ ‌the‌ ‌things‌ ‌customers‌ ‌fear‌ ‌most‌ ‌about‌ ‌airports‌ ‌is‌ ‌the‌ ‌danger‌ ‌associated‌ ‌with‌ ‌them;‌‌                             
whether‌‌that‌‌be‌‌the‌‌plane‌‌itself,‌‌a‌‌terrorist‌‌attack,‌‌or‌‌fire.‌‌These‌‌dangers‌‌can‌‌push‌‌people‌‌away‌‌                                 
from‌ ‌wanting‌ ‌to‌ ‌fly.‌ ‌ARKE’s‌ ‌technology‌ ‌allows‌ ‌passengers‌ ‌to‌ ‌have‌ ‌their‌ ‌own‌ ‌input‌ ‌in‌ ‌the‌‌                             
emergency‌ ‌response‌ ‌ecosystem‌ ‌through‌ ‌ArkeLive‌ ‌and‌ ‌feel‌ ‌much‌ ‌more‌ ‌empowered‌ ‌when‌‌                     
something‌ ‌does‌‌go‌‌wrong.‌‌This‌‌will‌‌not‌‌only‌‌encourage‌‌more‌‌people‌‌to‌‌travel‌‌but‌‌also‌‌has‌‌the‌‌                                 
potential‌‌to‌‌save‌‌the‌‌lives‌‌of‌‌other‌‌passengers.‌‌This‌‌will‌‌create‌‌an‌‌airport‌‌environment‌‌that‌‌feels‌‌                               
safe‌ ‌and‌ ‌hospitable‌ ‌for‌ ‌passengers.‌‌ ‌  

Airport‌ ‌Operator‌ ‌Impact‌‌ ‌  
The‌‌primary‌‌customer‌‌of‌‌ARKE’s‌‌platform‌‌is‌‌the‌‌airport‌‌or‌‌airport‌‌Public‌‌Safety‌‌and‌‌Operations‌‌                             
administrators.‌‌The‌‌overall‌‌value‌‌proposition‌‌for‌‌these‌‌customers‌‌is‌‌based‌‌on‌‌risks‌‌reduction‌‌by‌‌                           
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increasing‌‌communication‌‌and‌‌situational‌‌awareness‌‌in‌‌each‌‌airport‌‌environment.‌‌This‌‌increase‌‌                     
in‌ ‌communication‌ ‌and‌ ‌situational‌ ‌awareness‌ ‌allows‌ ‌a‌ ‌more‌ ‌improved‌ ‌and‌ ‌efficiently‌‌                     
commanded‌ ‌emergency‌ ‌response.‌ ‌This‌ ‌in‌ ‌turn‌ ‌reduces‌ ‌the‌ ‌risk‌ ‌and‌ ‌liabilities‌ ‌of‌ ‌the‌ ‌airport,‌‌                           
which‌‌then‌‌reduces‌‌insurance‌‌premiums.‌‌This‌‌increase‌‌in‌‌command‌‌and‌‌communication‌‌ability‌‌                       
can‌ ‌also‌ ‌help‌ ‌to‌ ‌allocate‌ ‌equipment‌ ‌and‌ ‌resources‌ ‌more‌ ‌accurately.‌ ‌The‌ ‌more‌ ‌that‌ ‌is‌ ‌known‌‌                             
about‌ ‌the‌ ‌emergency,‌ ‌the‌ ‌more‌ ‌specialized‌ ‌the‌ ‌equipment‌ ‌for‌ ‌each‌ ‌response‌ ‌can‌ ‌get.‌ ‌This‌‌                           
reduction‌‌of‌‌equipment‌‌could‌‌save‌‌money‌‌in‌‌budgeting,‌‌and‌‌also‌‌save‌‌lives.‌‌The‌‌ARKE‌‌platform‌‌                             
integrates‌‌with‌‌all‌‌of‌‌the‌‌other‌‌legacy‌‌systems‌‌in‌‌place‌‌if‌‌chosen‌‌by‌‌the‌‌customer,‌‌which‌‌makes‌‌                                 
everything‌‌a‌‌lot‌‌easier‌‌for‌‌the‌‌operator‌‌to‌‌put‌‌to‌‌use.‌‌Training‌‌for‌‌the‌‌application‌‌will‌‌not‌‌need‌‌to‌‌                                     
be‌ ‌extensive‌ ‌and‌ ‌will‌ ‌soon‌ ‌make‌ ‌overall‌ ‌training‌ ‌easier‌ ‌and‌ ‌more‌ ‌efficient.‌‌ ‌  

‌ 
Emergency‌ ‌Response‌ ‌Impact‌ ‌ 
The‌‌largest‌‌impact‌‌of‌‌the‌‌ARKE‌‌platform‌‌is‌‌the‌‌impact‌‌on‌‌rapid‌‌emergency‌‌response.‌‌The‌‌time‌‌                               
required‌ ‌for‌ ‌an‌ ‌emergency‌ ‌response‌ ‌will‌ ‌decrease‌ ‌and‌ ‌save‌ ‌lives‌ ‌in‌ ‌the‌‌process.‌‌Decreasing‌‌                           
the‌ ‌average‌ ‌response‌ ‌time‌ ‌by‌ ‌just‌ ‌1‌ ‌minute‌ ‌could‌ ‌save‌ ‌up‌ ‌to‌ ‌10,000‌ ‌lives‌ ‌in‌ ‌the‌ ‌U.S.‌ ‌alone‌‌                                   
every‌‌year‌‌and‌‌ARKE‌‌is‌‌striving‌‌to‌‌make‌‌that‌‌possible.‌‌Assuming‌‌the‌‌average‌‌response‌‌time‌‌to‌‌                               
airports’‌ ‌Rapid‌ ‌Response‌ ‌Area‌ ‌(RRA)‌ ‌for‌ ‌the‌ ‌first‌ ‌firefighting‌ ‌vehicle‌ ‌is‌ ‌2.5‌ ‌minutes,‌ ‌from‌ ‌the‌‌                             
NFPA‌‌403‌‌(National‌‌Fire‌‌Protection‌‌Association).‌‌ARKE‌‌enabled‌‌departments‌‌are‌‌anticipated‌‌to‌‌                       
reduce‌ ‌this‌ ‌time‌ ‌by‌ ‌an‌ ‌estimated‌ ‌30%‌ ‌on‌ ‌average.‌ ‌When‌ ‌regarding‌‌a‌‌response‌‌of‌‌this‌‌speed‌‌                               
and‌‌dealing‌‌with‌‌potentially‌‌volatile‌‌chemicals‌‌and‌‌materials‌‌on‌‌the‌‌runway,‌‌seconds‌‌can‌‌be‌‌the‌‌                             
difference‌ ‌between‌ ‌life‌ ‌and‌ ‌death‌ ‌for‌ ‌one‌ ‌or‌ ‌multiple‌ ‌aircraft‌ ‌filled‌ ‌with‌ ‌passengers‌ ‌and‌ ‌staff.‌ ‌ 

The‌ ‌ARKE‌ ‌Platform‌ ‌also‌ ‌enhances‌ ‌the‌ ‌communication‌ ‌and‌ ‌command‌ ‌between‌ ‌departments,‌‌                     
which‌ ‌in‌ ‌turn‌ ‌increases‌ ‌the‌‌accountability‌‌of‌‌each‌‌department‌‌dispatched.‌‌The‌‌platform‌‌allows‌‌                         
these‌ ‌units‌ ‌to‌ ‌comply‌ ‌more‌ ‌closely‌ ‌with‌ ‌regulatory‌ ‌guidelines‌ ‌and‌ ‌allows‌ ‌easier‌ ‌and‌ ‌more‌‌                           
efficient‌ ‌training,‌ ‌maintenance,‌ ‌and‌ ‌after-action‌ ‌reporting.‌ ‌With‌ ‌these‌ ‌inspections,‌ ‌responders‌‌                   
can‌‌analyze‌‌and‌‌learn‌‌more‌‌from‌‌their‌‌own‌‌and‌‌others’‌‌mistakes‌‌and‌‌ensure‌‌they‌‌do‌‌not‌‌happen‌‌                                 
again.‌ ‌ 

COMMERCIAL‌ ‌POTENTIAL‌ ‌ 

MARKET‌ ‌SIZING‌ ‌&‌ ‌SEGMENTATION‌ ‌ 
To‌ ‌effectively‌ ‌assess‌ ‌the‌ ‌commercialization‌ ‌potential‌ ‌of‌ ‌the‌ ‌Smart‌ ‌Airport‌ ‌market‌ ‌for‌ ‌the‌‌                         
situational‌ ‌intelligence‌ ‌platforms‌ ‌like‌ ‌ARKE,‌ ‌a‌ ‌top-down‌ ‌market‌ ‌sizing‌ ‌and‌ ‌segmentation‌‌                     
analysis‌‌was‌‌conducted.‌‌This‌‌helped‌‌identify‌‌the‌‌airports‌‌that‌‌would‌‌benefit‌‌most‌‌from‌‌the‌‌Arke‌‌                             
technology.‌ ‌The‌ ‌team‌ ‌evaluated‌ ‌19,633‌ ‌airports‌ ‌in‌ ‌the‌ ‌US‌ ‌based‌ ‌on‌ ‌two‌ ‌factors;‌ ‌(1)‌ ‌impact‌‌                             
potential,‌ ‌and‌ ‌(2)‌ ‌revenue‌‌opportunity‌‌(FAA,‌‌2020).‌‌While‌‌every‌‌airport‌‌would‌‌stand‌‌to‌‌benefit,‌‌                           
public‌ ‌primary‌ ‌commercial‌ ‌hubs‌ ‌were‌ ‌selected‌ ‌for‌ ‌the‌ ‌following‌ ‌reasons:‌ ‌ 

1. Greater‌ ‌Risk‌ ‌As‌ ‌airports‌ ‌become‌ ‌larger‌ ‌and‌ ‌more‌ ‌active,‌ ‌there‌ ‌is‌ ‌a‌ ‌proportional‌‌                         
increase‌ ‌in‌ ‌emergency‌ ‌event‌ ‌frequency‌ ‌and‌ ‌severity‌‌ ‌  

2. Larger‌ ‌Staff‌ ‌‌Increased‌ ‌emergency‌ ‌activity‌ ‌requires‌ ‌more‌ ‌responders‌ ‌to‌ ‌be‌ ‌staffed,‌‌                     
trained,‌ ‌and‌ ‌coordinated‌ ‌during‌ ‌response‌ ‌operations‌ ‌ 

3. Maximum‌ ‌Contract‌ ‌Value‌‌ ‌‌Emergency‌ ‌Management‌ ‌budgets‌ ‌scale‌ ‌to‌ ‌our‌ ‌advantage‌ ‌ 
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4. Greater‌‌Impact‌‌‌Increasingly‌‌complex‌‌operating‌‌environments‌‌result‌‌in‌‌greater‌‌efficiency‌‌                   
gains,‌ ‌enhanced‌ ‌insights,‌ ‌analytics,‌ ‌and‌ ‌added‌ ‌value‌ ‌to‌ ‌the‌ ‌customer‌ ‌ 

EXISTING‌ ‌MARKET‌ ‌SOLUTIONS‌ ‌ 
To‌‌understand‌‌the‌‌current‌‌state‌‌of‌‌existing‌‌market‌‌solutions,‌‌research‌‌was‌‌conducted‌‌to‌‌identify‌‌                           
and‌ ‌analyze‌ ‌any‌ ‌software‌ ‌platforms‌ ‌that‌ ‌are‌ ‌intended‌ ‌for‌ ‌use‌ ‌during‌ ‌first‌ ‌response‌ ‌and‌‌                           
emergency‌ ‌management‌ ‌situations.‌ ‌This‌ ‌research‌ ‌helped‌ ‌identify‌ ‌the‌ ‌shortcomings‌‌of‌‌current‌‌                     
technologies,‌ ‌while‌ ‌also‌ ‌ensuring‌ ‌that‌ ‌the‌ ‌ARKE‌ ‌software‌ ‌platform‌ ‌was‌ ‌not‌ ‌recreating‌ ‌an‌‌                         
already‌ ‌existing‌ ‌concept.‌ ‌Nearly‌ ‌40‌ ‌existing‌ ‌technologies‌ ‌were‌ ‌analyzed‌ ‌in-depth‌ ‌and‌ ‌then‌‌                       
classified‌ ‌in‌ ‌one‌ ‌of‌ ‌three‌ ‌ways.‌ ‌Segmented‌ ‌partial‌ ‌solutions‌ ‌and‌ ‌outdated‌ ‌technologies‌ ‌were‌‌                         
classified‌‌as‌‌replaceable‌‌by‌‌ARKE.‌‌Any‌‌solutions‌‌that‌‌have‌‌limited‌‌functionality,‌‌or‌‌simply‌‌have‌‌                           
not‌ ‌kept‌‌up‌‌with‌‌the‌‌pace‌‌of‌‌modern‌‌technology‌‌were‌‌placed‌‌in‌‌this‌‌category.‌‌Next,‌‌integration‌‌                               
with‌ ‌any‌ ‌technology‌ ‌that‌ ‌is‌ ‌not‌ ‌provided‌ ‌within‌ ‌the‌ ‌ARKE‌ ‌software‌ ‌platform‌ ‌is‌ ‌necessary‌ ‌to‌‌                             
ensure‌‌smooth‌‌operation‌‌within‌‌departments.‌‌It‌‌is‌‌necessary‌‌to‌‌integrate‌‌with‌‌technologies‌‌such‌‌                         
as‌ ‌computer‌ ‌aided‌ ‌dispatch,‌ ‌geographic‌ ‌information‌ ‌systems,‌ ‌weather‌ ‌services,‌ ‌and‌ ‌any‌‌                     
existing‌ ‌hardware‌ ‌(CCTV,‌ ‌wearable‌ ‌sensors,‌ ‌fire‌ ‌alarms,‌ ‌outdoor‌ ‌warning‌ ‌sirens,‌ ‌carbon‌‌                     
monoxide‌ ‌detectors,‌ ‌etc.)‌ ‌since‌ ‌these‌ ‌are‌ ‌essential‌ ‌for‌ ‌day‌ ‌to‌ ‌day‌ ‌operations.‌ ‌Lastly,‌ ‌any‌‌                           
multi-purpose‌ ‌fire,‌ ‌EMS,‌ ‌and‌ ‌law‌ ‌enforcement‌ ‌technology‌ ‌solutions‌ ‌were‌ ‌categorized‌ ‌as‌‌                     
competitors.‌ ‌Although‌ ‌none‌ ‌of‌ ‌the‌ ‌existing‌ ‌solutions‌ ‌that‌ ‌were‌ ‌deemed‌ ‌as‌ ‌competitors‌ ‌are‌‌                         
necessarily‌‌comparable‌‌to‌‌ARKE,‌‌departments‌‌that‌‌are‌‌currently‌‌using‌‌competitor‌‌solutions‌‌may‌‌                       
need‌ ‌additional‌ ‌convincing‌ ‌when‌ ‌tasked‌ ‌with‌ ‌subscribing‌ ‌to‌ ‌ARKE‌ ‌or‌ ‌keeping‌ ‌their‌ ‌existing‌‌                         
platform.‌ ‌Table‌ ‌4,‌ ‌located‌ ‌below,‌ ‌displays‌ ‌each‌ ‌of‌ ‌these‌ ‌categories‌ ‌along‌ ‌with‌ ‌examples‌ ‌of‌‌                           
existing‌ ‌market‌ ‌solutions.‌ ‌See‌ ‌Appendix‌ ‌F‌ ‌for‌ ‌a‌ ‌complete‌ ‌Competitive‌ ‌Landscape‌ ‌Analysis.‌ ‌ 

Table‌ ‌4:‌ ‌Existing‌ ‌Solutions‌ ‌Analysis‌ ‌ 

‌ 

GO-TO-MARKET‌ ‌STRATEGY‌ ‌ 
The‌‌ARKE‌‌Platform‌‌will‌‌be‌‌sold‌‌as‌‌Software‌‌as‌‌a‌‌Service‌‌with‌‌a‌‌one-time‌‌up-front‌‌fee‌‌and‌‌per‌‌                                   
user‌ ‌per‌ ‌month‌ ‌recurring‌ ‌subscription.‌ ‌Based‌ ‌on‌ ‌initial‌ ‌customer‌ ‌conversations,‌ ‌and‌ ‌Airport‌‌                       
Emergency‌ ‌Management‌ ‌budget‌ ‌Research‌ ‌(‌Appendix‌ ‌A‌)‌ ‌the‌ ‌team‌ ‌has‌ ‌priced‌ ‌the‌ ‌ARKE‌‌                       
platform‌‌at‌‌$12‌‌per‌‌month‌‌per‌‌user.‌‌This‌‌price‌‌will‌‌include‌‌any‌‌maintenance‌‌and‌‌upgrades‌‌to‌‌the‌‌                                 
platform.‌ ‌Customers‌ ‌may‌ ‌have‌ ‌custom‌ ‌integration‌ ‌needs‌ ‌which‌ ‌will‌ ‌be‌ ‌accommodated‌ ‌on‌ ‌an‌‌                         
individual‌ ‌basis‌ ‌and‌ ‌will‌ ‌be‌ ‌billed‌ ‌separately‌ ‌at‌ ‌an‌ ‌additional‌ ‌cost‌ ‌based‌ ‌on‌ ‌an‌‌hourly‌‌market‌‌                               
rate‌ ‌for‌ ‌development‌ ‌time.‌ ‌ 
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COST‌ ‌BENEFIT‌ ‌ANALYSIS‌ ‌ 
The‌ ‌team‌ ‌estimates‌ ‌that‌ ‌ARKE‌ ‌enabled‌ ‌Smart‌ ‌Airports‌ ‌could‌ ‌save‌ ‌a‌ ‌net‌ ‌15%~30%‌ ‌on‌‌                           
combined‌ ‌Insurance‌ ‌Premiums‌ ‌and‌ ‌Public‌ ‌Safety‌ ‌expenses‌ ‌on‌ ‌average‌ ‌including‌ ‌the‌ ‌annual‌‌                       
subscription‌‌price‌‌of‌‌the‌‌software.‌‌Since‌‌it‌‌will‌‌replace‌‌many‌‌of‌‌the‌‌other‌‌options‌‌out‌‌there,‌‌the‌‌                                 
price‌ ‌alone‌ ‌will‌ ‌be‌ ‌cheaper‌ ‌than‌ ‌what‌ ‌most‌ ‌airports‌ ‌are‌ ‌already‌ ‌paying‌ ‌for‌ ‌technological‌‌                           
platforms.‌‌On‌‌top‌‌of‌‌that‌‌it‌‌will‌‌save‌‌the‌‌airport‌‌insurance‌‌premiums‌‌by‌‌reducing‌‌risk‌‌and‌‌in‌‌turn‌‌                                   
liability.‌ ‌Budgeting‌ ‌will‌ ‌also‌ ‌be‌ ‌more‌ ‌precise,‌ ‌as‌ ‌responders‌ ‌will‌ ‌not‌‌need‌‌to‌‌prepare‌‌as‌‌much‌‌                               
equipment‌‌for‌‌each‌‌emergency‌‌response‌‌at‌‌hand.‌‌Along‌‌with‌‌direct‌‌financial‌‌benefits,‌‌ARKE‌‌will‌‌                           
allow‌ ‌departments‌ ‌to‌ ‌take‌ ‌full‌ ‌advantage‌ ‌of‌ ‌the‌ ‌technology‌ ‌that‌ ‌they‌ ‌have‌ ‌already‌ ‌invested‌ ‌in.‌ ‌ 

Expected‌ ‌Benefits‌ ‌ 
1) Reduced‌ ‌emergency‌‌response‌‌times‌‌by‌‌15%~30%‌‌or‌‌more(through‌‌enhanced‌‌situational‌‌                   

awareness,‌ ‌decision‌ ‌support,‌ ‌communication,‌ ‌coordination,‌ ‌and‌ ‌overall‌ ‌operational‌‌               
effectiveness);‌ ‌ ‌   

2) 5%~10%‌ ‌reduction‌ ‌of‌ ‌Airport‌ ‌Liability,‌ ‌Environmental‌ ‌Liability,‌ ‌Commercial‌ ‌Property,‌‌and‌‌                   
Workers‌‌Compensation‌‌insurance‌‌premiums‌‌for‌‌Airport‌‌operators‌‌(automated‌‌after‌‌action‌‌                   
reporting‌ ‌&‌ ‌response‌ ‌analytics)‌ ‌(International‌ ‌Air‌ ‌Transport‌ ‌Association,‌ ‌2021),‌‌                 
(International‌ ‌Union‌ ‌of‌‌Aerospace‌‌Insurers,‌‌2012),‌‌(Wiff,‌‌2016),‌‌(General‌‌Liability,‌‌2021.),‌‌                     
(Global‌ ‌Aerospace,‌ ‌2021);‌‌ ‌  

3) 50%‌ ‌reduction‌ ‌to‌ ‌administrative‌ ‌time‌ ‌for‌ ‌departments‌ ‌through‌ ‌enhanced‌ ‌operational‌‌                   
visibility‌ ‌for‌ ‌chiefs‌ ‌and‌ ‌airport‌ ‌administrators(assets,‌ ‌staffing,‌ ‌training,‌ ‌after‌ ‌action‌‌                   
reporting,‌ ‌records‌ ‌management,‌ ‌automated‌ ‌analytics,‌ ‌automated‌ ‌regulatory‌ ‌compliance‌‌               
audit,‌ ‌etc.);‌ ‌ ‌   

4) 5%~10%‌ ‌decreased‌ ‌total‌ ‌cost‌ ‌of‌ ‌ownership‌ ‌of‌ ‌Public‌‌Safety‌‌operations‌‌due‌‌to‌‌mitigated‌‌                         
damages‌ ‌to‌ ‌terminal,‌ ‌aircraft,‌ ‌support‌ ‌equipment;‌ ‌and‌ ‌ ‌   

5) Reduced‌ ‌pollution‌ ‌and‌ ‌environmental‌ ‌impact‌ ‌from‌ ‌fire‌ ‌induced‌ ‌air-pollution,‌ ‌hazardous‌‌                   
material‌ ‌spills).‌‌ ‌  

RESEARCH‌ ‌|‌ ‌TESTING‌ ‌ 
To‌‌develop‌‌a‌‌platform‌‌for‌‌first-responders‌‌and‌‌airport‌‌operators‌‌it‌‌is‌‌necessary‌‌to‌‌gain‌‌a‌‌deeper‌‌                               
understanding‌ ‌of‌ ‌their‌ ‌experienced‌ ‌viewpoints.‌‌The‌‌team‌‌has‌‌not‌‌all‌‌directly‌‌been‌‌a‌‌part‌‌of‌‌an‌‌                               
emergency‌‌response,‌‌so‌‌oftentimes‌‌ideas‌‌that‌‌sound‌‌viable‌‌to‌‌the‌‌average‌‌person‌‌have‌‌glaring‌‌                           
holes‌ ‌in‌ ‌the‌ ‌eyes‌ ‌of‌ ‌real‌ ‌emergency‌ ‌responders.‌ ‌With‌ ‌this‌ ‌in‌ ‌mind‌ ‌it‌ ‌is‌ ‌essential‌ ‌to‌ ‌gather‌ ‌a‌‌                                   
voice‌ ‌of‌ ‌the‌ ‌customer‌ ‌to‌ ‌not‌ ‌only‌ ‌understand‌ ‌their‌ ‌needs,‌ ‌but‌ ‌also‌ ‌gain‌ ‌the‌ ‌support‌ ‌of‌ ‌real‌‌                                 
potential‌ ‌users.‌ ‌This‌ ‌support‌ ‌could‌ ‌eventually‌ ‌be‌ ‌used‌ ‌to‌ ‌gather‌ ‌beta-testing‌ ‌partners‌ ‌and‌‌                         
real-world‌ ‌results‌ ‌to‌ ‌truly‌ ‌analyze‌ ‌the‌ ‌potential‌ ‌of‌ ‌the‌ ‌ARKE‌ ‌platform.‌ ‌A‌ ‌national‌ ‌research‌‌                           
campaign‌ ‌has‌ ‌been‌ ‌conducted‌ ‌over‌ ‌the‌ ‌past‌ ‌few‌ ‌months‌ ‌and‌ ‌is‌‌planned‌‌to‌‌continue‌‌until‌‌the‌‌                               
end‌ ‌of‌ ‌the‌ ‌platform's‌ ‌lifespan.‌ ‌This‌ ‌campaign‌‌included‌‌findings‌‌from‌‌third-party‌‌first‌‌responder‌‌                         
opinions‌ ‌on‌ ‌general‌ ‌technological‌ ‌platforms‌‌and‌‌applications,‌‌direct‌‌outreach‌‌with‌‌an‌‌in-house‌                       
generated‌ ‌survey‌ ‌and‌ ‌questionnaire‌ ‌via‌ ‌email,‌ ‌and‌ ‌direct‌ ‌“face-to-face”‌‌interviews‌‌(conducted‌‌                     
via‌ ‌Google‌ ‌Meet).‌ ‌ 
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Third‌ ‌Party‌ ‌Research‌ ‌ 
Third‌ ‌party‌ ‌resources‌ ‌were‌ ‌analyzed‌ ‌in‌ ‌regards‌ ‌to‌ ‌technological‌ ‌platforms‌ ‌that‌ ‌are‌ ‌present‌‌                         
today.‌‌This‌‌gave‌‌a‌‌clear‌‌understanding‌‌of‌‌what‌‌First‌‌Responders‌‌and‌‌other‌‌users‌‌would‌‌benefit‌‌                             
most‌ ‌from‌ ‌in‌ ‌a‌ ‌platform‌ ‌such‌ ‌as‌ ‌ARKE.‌ ‌The‌ ‌input‌ ‌of‌‌over‌‌7,000‌‌First‌‌Responder’s‌‌was‌‌found‌‌                                 
and‌ ‌analyzed‌ ‌regarding‌ ‌first‌ ‌response‌ ‌technology,‌ ‌which‌ ‌allowed‌ ‌a‌ ‌great‌ ‌baseline‌ ‌for‌‌                       
prioritization‌‌and‌‌definition‌‌of‌‌features‌‌(Dawkins‌‌et‌‌al.,‌‌2020).‌‌This‌‌research‌‌addressed‌‌many‌‌of‌‌                           
the‌‌questions‌‌regarding‌‌maximizing‌‌effectiveness‌‌and‌‌whether‌‌the‌‌platform‌‌was‌‌something‌‌that‌‌                       
responders‌ ‌would‌ ‌actually‌ ‌be‌ ‌interested‌ ‌in‌ ‌using.‌ ‌The‌ ‌general‌ ‌consensus‌ ‌from‌‌the‌‌third-party‌‌                         
research‌ ‌was‌ ‌that‌ ‌almost‌ ‌all‌ ‌first-responders‌ ‌would‌ ‌benefit‌ ‌from‌ ‌a‌ ‌platform‌ ‌like‌ ‌ARKE’s,‌‌                         
however,‌‌only‌‌if‌‌it‌‌was‌‌executed‌‌properly.‌‌This‌‌research‌‌was‌‌used‌‌as‌‌a‌‌starting‌‌point,‌‌providing‌‌                               
the‌ ‌necessary‌ ‌background‌ ‌needed‌ ‌to‌ ‌inform‌ ‌future‌ ‌direct‌ ‌outreach‌ ‌efforts.‌ ‌ 

Direct‌ ‌Outreach‌ ‌ 
In‌ ‌an‌ ‌effort‌ ‌to‌ ‌gain‌ ‌a‌ ‌“voice‌ ‌of‌ ‌the‌ ‌customer”‌ ‌from‌ ‌potential‌ ‌ARKE‌ ‌users,‌ ‌a‌‌national‌‌outreach‌‌                                 
campaign‌ ‌was‌ ‌conducted.‌ ‌Over‌ ‌the‌ ‌course‌ ‌of‌ ‌this‌ ‌campaign,‌‌over‌‌100‌‌chiefs,‌‌managers,‌‌and‌‌                           
directors‌ ‌were‌ ‌directly‌ ‌contacted,‌ ‌which‌ ‌can‌ ‌be‌ ‌seen‌ ‌in‌ ‌‌Appendix‌ ‌I‌.‌ ‌This‌ ‌outreach‌ ‌campaign‌‌                           
began‌‌with‌‌cold-calling,‌‌which‌‌led‌‌to‌‌many‌‌unanswered‌‌emails.‌‌Fortunately,‌‌this‌‌effort‌‌did‌‌result‌‌                           
in‌ ‌a‌ ‌number‌ ‌of‌ ‌responses,‌ ‌which‌ ‌helped‌ ‌to‌ ‌form‌ ‌a‌ ‌fast‌ ‌growing‌ ‌network‌ ‌of‌ ‌industry‌‌                             
professionals.‌ ‌As‌ ‌part‌‌of‌‌the‌‌initial‌‌outreach‌‌efforts,‌‌a‌‌questionnaire‌‌and‌‌survey‌‌-‌‌‌referenced‌‌in‌‌                             
Appendices‌‌B,‌‌C,‌‌and‌‌D‌‌-‌‌were‌‌sent‌‌out‌‌to‌‌each‌‌person‌‌that‌‌was‌‌spoken‌‌with,‌‌along‌‌with‌‌their‌‌                                     
departments.‌‌The‌‌results‌‌obtained‌‌from‌‌these‌‌surveys‌‌were‌‌useful,‌‌however,‌‌it‌‌was‌‌determined‌‌                         
that‌‌speaking‌‌with‌‌these‌‌individuals‌‌directly‌‌would‌‌be‌‌more‌‌effective,‌‌which‌‌led‌‌to‌‌“face-to-face”‌‌                           
interviews‌ ‌being‌ ‌conducted.‌ ‌ 

‌ 
“Face-to-Face”‌ ‌Interviews‌ ‌ 
“Face-to-face”‌ ‌interviews‌ ‌provided‌ ‌the‌ ‌most‌ ‌effective‌ ‌form‌ ‌of‌‌research‌‌throughout‌‌the‌‌national‌‌                       
research‌‌campaign.‌‌These‌‌interviews‌‌were‌‌conducted‌‌via‌‌Google‌‌Meet,‌‌which‌‌allowed‌‌the‌‌team‌‌                         
to‌ ‌have‌ ‌meaningful‌‌conversations‌‌with‌‌First‌‌Responders‌‌and‌‌airport‌‌operators‌‌from‌‌across‌‌the‌‌                         
United‌‌States.‌‌Conversations‌‌were‌‌held‌‌with‌‌professionals‌‌from‌‌Alaska,‌‌Arizona,‌‌Michigan,‌‌New‌‌                       
Jersey,‌ ‌Pennsylvania,‌ ‌and‌ ‌Texas.‌ ‌These‌ ‌conversations‌ ‌typically‌ ‌consisted‌ ‌of‌ ‌presenting‌ ‌the‌‌                     
ARKE‌ ‌platform‌ ‌and‌ ‌asking‌ ‌for‌ ‌constructive‌ ‌feedback.‌ ‌This‌ ‌feedback‌ ‌gave‌ ‌new‌ ‌perspectives,‌‌                       
which‌ ‌allowed‌‌features‌‌to‌‌be‌‌prioritized‌‌or‌‌added‌‌depending‌‌on‌‌whether‌‌they‌‌were‌‌deemed‌‌as‌‌                             
potentially‌ ‌useful‌ ‌or‌ ‌not.‌ ‌The‌ ‌key‌ ‌takeaways‌ ‌from‌‌these‌‌interviews‌‌were‌‌that‌‌creating‌‌a‌‌single‌‌                             
sign-on‌ ‌platform‌ ‌that‌ ‌reduces‌ ‌time‌ ‌and‌ ‌waste‌ ‌within‌ ‌an‌ ‌airport‌ ‌or‌ ‌department‌ ‌would‌ ‌be‌‌                           
extremely‌ ‌beneficial.‌ ‌From‌ ‌these‌‌interviews,‌‌the‌‌team‌‌gathered‌‌a‌‌number‌‌of‌‌direct‌‌quotes‌‌that‌‌                           
validify‌‌the‌‌value‌‌behind‌‌the‌‌ARKE‌‌platform‌‌as‌‌seen‌‌by‌‌real‌‌responders‌‌and‌‌managers.‌‌To‌‌view‌‌                               
a‌‌small‌‌selection‌‌of‌‌these‌‌quotes,‌‌please‌‌reference‌‌‌Appendix‌‌E‌.‌‌Ultimately,‌‌the‌‌most‌‌beneficial‌‌                           
aspect‌‌of‌‌conducting‌‌“face-to-face”‌‌interviews‌‌was‌‌the‌‌potential‌‌to‌‌secure‌‌beta-testing‌‌partners.‌‌                       
The‌‌ARKE‌‌platform‌‌was‌‌viewed‌‌positively‌‌during‌‌the‌‌outreach‌‌campaign,‌‌which‌‌led‌‌to‌‌securing‌‌                           
testing‌ ‌agreements‌ ‌with‌ ‌four‌ ‌airport/municipal‌ ‌fire‌ ‌departments.‌ ‌   

Testing‌ ‌|‌ ‌Beta-Testing‌ ‌ 
Through‌‌the‌‌conversations‌‌conducted‌‌throughout‌‌this‌‌project’s‌‌lifeline,‌‌the‌‌team‌‌has‌‌been‌‌able‌‌                         
to‌ ‌accrue‌ ‌a‌ ‌number‌ ‌of‌ ‌different‌ ‌beta-testing‌ ‌partners.‌ ‌Currently‌ ‌the‌ ‌team‌ ‌is‌ ‌beta-testing‌ ‌with‌‌                           
Glassboro’s‌ ‌Fire‌ ‌Department‌‌in‌‌Southern‌‌New‌‌Jersey,‌‌as‌‌well‌‌as‌‌Bushkill’s‌‌Fire‌‌Department‌‌in‌‌                           
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Pennsylvania.‌ ‌The‌ ‌team‌ ‌has‌ ‌also‌ ‌begun‌ ‌the‌ ‌process‌ ‌of‌ ‌beta-testing‌ ‌with‌ ‌Atlantic‌ ‌City‌‌                         
International‌ ‌Airport‌ ‌which‌ ‌is‌ ‌an‌ ‌FAA‌ ‌classified‌ ‌research‌ ‌airport‌ ‌co-located‌ ‌at‌ ‌the‌ ‌FAA‌ ‌Tech‌‌                           
Center.‌ ‌Cape‌ ‌May‌‌Airport’s‌‌Fire‌‌Department‌‌(Erma‌‌Volunteer‌‌Fire‌‌Company),‌‌which‌‌is‌‌also‌‌an‌‌                           
FAA‌ ‌classified‌‌research‌‌airport,‌‌have‌‌also‌‌agreed‌‌to‌‌begin‌‌beta-testing‌‌very‌‌soon.‌‌The‌‌team‌‌is‌‌                             
confident‌ ‌that‌ ‌these‌ ‌beta-tests‌ ‌will‌ ‌not‌‌only‌‌give‌‌great‌‌real-world‌‌feedback‌‌in‌‌real‌‌or‌‌simulated‌‌                             
use‌‌cases‌‌for‌‌analysis,‌‌but‌‌potentially‌‌open‌‌up‌‌new‌‌opportunities‌‌at‌‌other‌‌departments‌‌as‌‌well.‌‌                             
The‌ ‌platform‌ ‌is‌‌far‌‌enough‌‌developed‌‌to‌‌see‌‌what‌‌it‌‌would‌‌truly‌‌look‌‌like‌‌in‌‌use‌‌cases‌‌and‌‌will‌‌                                     
continue‌ ‌to‌ ‌be‌ ‌tested‌ ‌and‌ ‌developed‌ ‌further.‌‌ ‌  

CONCLUSIONS‌ ‌|‌ ‌KEY‌ ‌FINDINGS‌ ‌ 
Across‌ ‌the‌ ‌nation,‌ ‌opinions‌ ‌and‌ ‌experiences‌ ‌differ‌ ‌drastically‌ ‌among‌ ‌First‌ ‌Responders,‌‌                     
however,‌‌there‌‌is‌‌one‌‌common‌‌idea‌‌that‌‌is‌‌nearly‌‌unanimously‌‌agreed‌‌upon.‌‌This‌‌idea‌‌is‌‌that‌‌by‌‌                                 
improving‌ ‌the‌ ‌communication‌ ‌capabilities‌ ‌of‌ ‌a‌ ‌department‌ ‌and‌ ‌its‌ ‌partners,‌ ‌safer‌ ‌and‌ ‌more‌‌                         
effective‌‌responses‌‌would‌‌occur.‌‌This‌‌improvement‌‌would‌‌not‌‌only‌‌benefit‌‌First‌‌Responders,‌‌but‌‌                         
also‌ ‌reduce‌ ‌the‌ ‌total‌ ‌cost‌ ‌of‌ ‌ownership‌ ‌and‌ ‌operation‌‌of‌‌an‌‌airport's‌‌emergency‌‌management‌‌                           
and‌ ‌first‌ ‌response‌ ‌departments.‌ ‌Also,‌ ‌by‌‌providing‌‌one‌‌common‌‌operating‌‌picture‌‌through‌‌the‌‌                         
ARKE‌ ‌user‌ ‌interface,‌ ‌First‌ ‌Responders‌ ‌would‌ ‌be‌ ‌able‌ ‌to‌ ‌better‌ ‌utilize‌ ‌the‌ ‌technology‌ ‌that‌ ‌is‌‌                             
already‌ ‌available‌ ‌to‌ ‌them.‌ ‌Chiefs‌ ‌and‌ ‌airport‌ ‌executives‌ ‌would‌ ‌also‌ ‌benefit‌ ‌from‌ ‌increased‌‌                         
operational‌ ‌visibility‌‌before,‌‌during,‌‌and‌‌after‌‌emergency‌‌situations‌‌through‌‌the‌‌implementation‌‌                     
of‌ ‌a‌ ‌common‌ ‌operating‌ ‌picture.‌ ‌Lastly,‌ ‌by‌ ‌enhancing‌ ‌operational‌ ‌visibility‌ ‌and‌ ‌training‌‌                       
capabilities,‌ ‌emergencies‌ ‌will‌ ‌be‌ ‌handled‌ ‌faster‌ ‌and‌ ‌more‌ ‌effectively,‌ ‌reducing‌ ‌the‌ ‌operation‌‌                       
liability‌ ‌and‌ ‌cost‌ ‌of‌ ‌damages‌ ‌incurred‌ ‌within‌ ‌the‌ ‌airport.‌ ‌ 

TECHNICAL‌ ‌DEMONSTRATION‌ ‌ 
ArkeMobile‌‌is‌‌live-demo‌‌ready.‌‌The‌‌team‌‌intends‌‌to‌‌walk‌‌through‌‌the‌‌live-app‌‌during‌‌our‌‌video‌‌                             
presentation.‌ ‌All‌ ‌necessary‌ ‌technology‌ ‌is‌ ‌in‌ ‌place‌ ‌to‌ ‌screen‌ ‌record‌ ‌this‌ ‌for‌ ‌our‌ ‌presentation‌‌                           
video.‌‌We‌‌also‌‌have‌‌a‌‌number‌‌of‌‌new‌‌UI/UX‌‌screens‌‌that‌‌haven’t‌‌been‌‌released‌‌to‌‌production‌‌                               
yet‌ ‌that‌ ‌can‌ ‌be‌ ‌shown‌ ‌via‌ ‌powerpoint‌ ‌slides‌ ‌to‌ ‌further‌ ‌demonstrate‌ ‌future‌ ‌features‌ ‌and‌‌                           
functionality‌ ‌of‌ ‌the‌ ‌platform.‌ ‌This‌‌second‌‌component‌‌of‌‌the‌‌technology‌‌demonstration‌‌will‌‌also‌‌                         
be‌ ‌added‌ ‌into‌ ‌the‌‌video‌‌presentation.‌‌If‌‌a‌‌non-pre-recorded‌‌demonstration‌‌is‌‌required,‌‌we‌‌can‌‌                           
join‌ ‌any‌ ‌commercially‌ ‌available‌ ‌video‌ ‌conferencing‌ ‌platform‌ ‌and‌ ‌screen‌ ‌share‌ ‌from‌ ‌our‌ ‌device.‌ ‌ 

PROJECT‌ ‌TIMELINE‌ ‌ 
As‌ ‌part‌ ‌of‌ ‌the‌ ‌initial‌ ‌plan‌ ‌proposed‌ ‌by‌ ‌the‌ ‌team,‌ ‌a‌ ‌tentative‌ ‌project‌ ‌timeline‌ ‌was‌ ‌created‌‌that‌‌                                 
followed‌ ‌the‌ ‌time‌ ‌constraints‌ ‌provided‌ ‌in‌ ‌FAA‌ ‌challenge‌ ‌guidelines.‌ ‌ 
‌ 
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‌ 
Figure‌ ‌7.‌ ‌Project‌ ‌Timeline‌ ‌ 

‌ 
Originally,‌ ‌this‌ ‌timeline‌ ‌was‌ ‌subject‌ ‌to‌ ‌change,‌ ‌but‌ ‌the‌ ‌team‌ ‌followed‌ ‌it‌ ‌very‌ ‌closely‌ ‌in‌ ‌actual‌‌                               
working‌‌operation.‌‌At‌‌the‌‌current‌‌juncture‌‌the‌‌team‌‌has‌‌met‌‌nearly‌‌all‌‌of‌‌these‌‌marks.‌‌Literature‌‌                               
review‌‌and‌‌customer‌‌research‌‌was‌‌conducted‌‌and‌‌completed‌‌in‌‌the‌‌first‌‌60‌‌days‌‌of‌‌the‌‌project‌‌                               
lifespan,‌ ‌but‌ ‌still‌ ‌continues‌ ‌as‌ ‌needed.‌ ‌During‌ ‌this‌ ‌time,‌‌this‌‌research‌‌and‌‌review‌‌was‌‌directly‌‌                             
used‌ ‌in‌ ‌order‌ ‌to‌ ‌define‌ ‌and‌ ‌prioritize‌ ‌feature‌ ‌sets‌ ‌for‌ ‌the‌ ‌application.‌ ‌As‌ ‌these‌ ‌features‌ ‌were‌‌                               
defined‌ ‌they‌ ‌were‌ ‌also‌ ‌created‌ ‌and‌ ‌adopted‌ ‌into‌ ‌the‌ ‌final‌ ‌technical‌ ‌solution‌ ‌to‌ ‌be‌ ‌used‌ ‌for‌‌                               
testing‌‌and‌‌refining.‌‌Through‌‌this‌‌process‌‌enough‌‌features‌‌were‌‌created‌‌to‌‌potentially‌‌beta-test‌‌                         
with‌ ‌the‌ ‌partners‌ ‌referenced‌ ‌in‌ ‌the‌ ‌‌Beta-Testing‌‌‌section‌‌of‌‌this‌‌document.‌‌Through‌‌the‌‌team’s‌‌                           
outreach‌ ‌efforts‌ ‌through‌ ‌the‌ ‌first‌ ‌60-70‌ ‌days,‌ ‌4‌ ‌beta-testing‌ ‌partners‌ ‌are‌ ‌already‌ ‌on-board.‌‌                         
These‌ ‌partners‌ ‌will‌ ‌allow‌ ‌beta-testing,‌ ‌which‌ ‌will‌ ‌yield‌ ‌results‌ ‌for‌ ‌analysis,‌ ‌reporting,‌ ‌and‌‌                         
changes‌ ‌as‌ ‌necessary.‌ ‌The‌ ‌ultimate‌ ‌goal‌ ‌is‌ ‌to‌ ‌use‌ ‌this‌ ‌to‌ ‌lead‌ ‌to‌ ‌commercialization‌ ‌of‌ ‌the‌‌                               
platform‌ ‌after‌ ‌approximately‌ ‌2-3‌ ‌months‌ ‌of‌ ‌beta-testing‌ ‌and‌ ‌analysis‌ ‌of‌ ‌said‌ ‌beta-tests.‌ ‌ 

‌   
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This‌ ‌report,‌ ‌technology,‌ ‌and‌ ‌research‌ ‌effort‌ ‌would‌ ‌not‌ ‌be‌ ‌possible‌ ‌without‌ ‌our‌ ‌academic‌‌ 
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➔ Erma‌ ‌Volunteer‌ ‌Fire‌ ‌Company‌ ‌‌at‌ ‌Cape‌ ‌May‌ ‌Airport‌ ‌ 
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APPENDIX‌ ‌E‌ ‌|‌ ‌INTERVIEW‌ ‌DIRECT‌ ‌QUOTES‌ ‌ 
**In‌ ‌an‌ ‌effort‌ ‌to‌ ‌protect‌ ‌the‌ ‌integrity‌ ‌of‌ ‌the‌ ‌interviewees,‌ ‌the‌ ‌following‌ ‌quotations‌ ‌have‌ ‌been‌ ‌kept‌‌                               
anonymous‌ ‌,unless‌ ‌otherwise‌ ‌stated,‌ ‌until‌ ‌further‌ ‌agreement‌ ‌between‌ ‌Arke‌ ‌and‌ ‌the‌ ‌airport‌ ‌themselves.‌ ‌ 

‌ 
➔ “The‌ ‌more‌ ‌information,‌ ‌the‌ ‌better‌‌the‌‌response,‌‌the‌‌more‌‌accurate‌‌response,‌‌the‌‌safer‌‌                         

the‌ ‌First‌ ‌Responders.”‌‌ ‌  

➔ “I’ve‌ ‌been‌ ‌on‌ ‌the‌ ‌field‌ ‌for‌ ‌40‌ ‌years‌ ‌and‌ ‌from‌ ‌the‌‌day‌‌I‌‌walked‌‌on‌‌the‌‌field‌‌‘till‌‌now‌‌the‌‌                                       
hardest‌ ‌challenge‌ ‌to‌ ‌deal‌ ‌with‌ ‌is‌ ‌communication.”‌ ‌ 

➔ “I‌ ‌like‌ ‌how‌ ‌it‌ ‌takes‌ ‌away‌ ‌the‌ ‌chaos‌ ‌of‌ ‌the‌ ‌situation.”‌ ‌ 

➔ “This‌‌is‌‌clearly‌‌something‌‌that‌‌is‌‌advantageous‌‌to‌‌us‌‌and‌‌we‌‌would‌‌love‌‌to‌‌do‌‌everything‌‌                               
we‌ ‌can‌ ‌to‌ ‌help.”‌ ‌ 

➔ “Without‌ ‌a‌ ‌doubt‌ ‌it‌ ‌would‌ ‌be‌ ‌a‌ ‌big‌ ‌plus.”‌ ‌ 

**For‌ ‌more‌ ‌quotes‌ ‌and‌ ‌anonymous‌ ‌list‌ ‌of‌ ‌interviewees,‌ ‌please‌ ‌see‌ ‌the‌ ‌spreadsheet‌‌                       
linked.‌‌ ‌  

APPENDIX‌ ‌F‌ ‌|‌ ‌COMPETITIVE‌ ‌LANDSCAPE‌ ‌ANALYSIS‌ ‌ 
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Partners‌‌ ‌  
(Integrates‌ ‌with)‌ ‌ 

Consolidates‌‌ ‌  
(Replaces)‌ ‌ 

Competitors‌‌ 
(Competes‌ ‌with)‌ ‌ 

ProPhoenix‌ ‌  Rover‌‌ ‌   First‌ ‌due‌ ‌  Alertus‌ ‌  Motorola‌ ‌Solutions‌ ‌ 

everbridge‌ ‌  PS‌ ‌Trax‌ ‌  Active‌ ‌911‌ ‌  Zoll‌ ‌  Intterra‌ ‌ 

AccuWeather‌ ‌  omnilert‌  Iamresponding‌ ‌  ImageTrend‌ ‌  EPR‌ ‌Fireworks‌ ‌ 

aladtec‌ ‌  Tablet‌ ‌Command‌ ‌  Whoisresponding‌ ‌  Adashi‌ ‌  Drakontas‌ ‌ 

CentralSquare‌ ‌  Agility‌ ‌Recovery‌ ‌  D4HTechnologies‌  Streamline‌‌ 
Automation‌ ‌ 

Blueforce‌ 
Development‌ ‌ 

RapidSOS‌ ‌  MobileEyes‌ ‌  Vector‌ ‌Solutions‌ ‌  ESO‌ ‌  CivTak‌ ‌(ATAK)‌ ‌ 

wi-fiber‌ ‌  RapidDeploy‌ ‌  Zetron‌ ‌  ‌  ‌ 

esri‌ ‌  ‌  ‌  ‌  ‌ 

Telestaff‌ ‌  ‌  ‌  ‌  ‌ 

Mark43‌ ‌  ‌  ‌  ‌  ‌ 

ZeroEyes‌ ‌  ‌  ‌  ‌  ‌ 

https://docs.google.com/spreadsheets/d/18YyQTMMW5ztUUpCEuE7XVaOqDHIx4NeKJ8BX8EMxeWE/
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APPENDIX‌ ‌G‌ ‌|‌ ‌CYBERSECURITY‌ ‌ 

During‌ ‌an‌ ‌extensive‌ ‌review‌ ‌of‌ ‌the‌ ‌potential‌ ‌risks‌‌associated‌‌with‌‌the‌‌ARKE‌‌software‌‌platform,‌‌                           
five‌ ‌primary‌‌risks‌‌were‌‌identified.‌‌These‌‌consist‌‌of‌‌cybersecurity,‌‌poor‌‌personal‌‌device‌‌internet‌‌                         
connection,‌ ‌incorrect‌ ‌navigation‌ ‌routing/response‌ ‌information,‌ ‌disruption‌ ‌of‌ ‌real‌‌life‌‌tasks,‌‌and‌‌                     
communication‌‌systems‌‌disruptions.‌‌The‌‌following‌‌sections‌‌explain‌‌each‌‌of‌‌these‌‌risks‌‌in‌‌detail,‌‌                         
along‌ ‌with‌ ‌the‌ ‌mitigation‌ ‌efforts‌ ‌ARKE‌ ‌employs‌ ‌to‌ ‌reduce‌ ‌their‌ ‌likelihood.‌‌ ‌  

Cybersecurity‌ ‌(1)‌ ‌ 
Cybersecurity‌‌attacks‌‌are‌‌a‌‌pressing‌‌issue‌‌that‌‌might‌‌concern‌‌users‌‌of‌‌the‌‌ArkeLive‌‌technology‌‌                           
as‌‌mission-critical‌‌information‌‌is‌‌sent‌‌from‌‌the‌‌device‌‌of‌‌the‌‌user.‌‌If‌‌this‌‌information‌‌were‌‌to‌‌be‌‌                                 
compromised,‌ ‌the‌ ‌visitor‌ ‌could‌ ‌lose‌ ‌their‌ ‌privacy‌ ‌and‌ ‌be‌ ‌prone‌ ‌to‌ ‌cyber-attacks.‌ ‌Stringent‌‌                         
policies‌ ‌and‌ ‌strategies‌‌are‌‌put‌‌in‌‌place‌‌to‌‌protect,‌‌prevent,‌‌detect,‌‌and‌‌respond‌‌to‌‌internal‌‌and‌‌                               
external‌ ‌cyber‌ ‌threats.‌‌ ‌  

Components‌ ‌of‌ ‌Threat/Risk‌ ‌ 
Data‌ ‌leakage‌ ‌ 
An‌ ‌important‌‌event‌‌to‌‌consider‌‌the‌‌possibility‌‌of‌‌is‌‌data‌‌leakage‌‌between‌‌departments.‌ ‌These‌‌                           
could‌ ‌potentially‌ ‌compromise‌ ‌a‌ ‌large‌ ‌number‌ ‌of‌ ‌passengers‌ ‌or‌ ‌workers‌ ‌within‌ ‌seconds.‌ ‌                       
Evidence‌ ‌of‌ ‌this‌ ‌can‌ ‌be‌ ‌seen‌ ‌with‌ ‌roughly‌ ‌9.4‌ ‌million‌ ‌passengers‌ ‌of‌ ‌Cathay‌ ‌Pacific‌ ‌having‌‌                             
sensitive‌‌information‌‌such‌‌as‌‌passports‌‌and‌‌other‌‌identification‌‌data‌‌stolen‌‌in‌‌a‌‌single‌‌incident.‌ ‌                           
Data‌ ‌Leakage‌ ‌can‌ ‌occur‌ ‌if‌ ‌the‌ ‌system‌ ‌is‌ ‌not‌ ‌patched‌ ‌for‌ ‌vulnerabilities,‌ ‌or‌ ‌there‌ ‌is‌ ‌a‌ ‌logical‌‌                                 
attack‌ ‌that‌ ‌allows‌ ‌unauthorized‌ ‌resources‌ ‌to‌ ‌be‌ ‌accessed.‌ ‌The‌ ‌data‌ ‌must‌ ‌be‌ ‌isolated‌ ‌and‌‌                           
protected‌ ‌from‌ ‌unauthorized‌ ‌access‌ ‌via‌ ‌access‌ ‌control.‌ ‌ 

‌ 
“Man‌ ‌in‌ ‌the‌ ‌Middle”‌ ‌Attacks‌ ‌ 
The‌ ‌most‌‌probable‌‌type‌‌of‌‌cyber‌‌attack‌‌to‌‌occur‌‌during‌‌the‌‌implementation‌‌into‌‌Smart‌‌Airports‌‌                             
would‌‌be‌‌a‌‌“Man‌‌in‌‌the‌‌Middle''‌‌cyber‌‌attack.‌‌This‌‌occurs‌‌when‌‌hackers‌‌place‌‌themselves‌‌into‌‌a‌‌                                 
two-party‌ ‌transaction‌ ‌and‌ ‌steal‌ ‌and‌ ‌alter‌ ‌the‌ ‌data.‌ ‌This‌ ‌is‌ ‌relevant‌ ‌to‌ ‌ARKE’s‌ ‌technology‌‌                           
because‌ ‌to‌ ‌communicate‌ ‌effectively‌ ‌between‌ ‌emergency‌ ‌personnel‌ ‌at‌ ‌the‌ ‌airport‌ ‌and‌‌                     
passengers,‌ ‌ArkeAPI‌ ‌must‌ ‌be‌ ‌utilized.‌ ‌These‌ ‌“Man‌ ‌in‌ ‌the‌ ‌Middle‌ ‌''‌ ‌attacks‌ ‌often‌ ‌occur‌ ‌at‌‌                             
locations‌‌with‌‌an‌‌unsecured‌‌public‌‌Wi-fi‌‌network;‌‌which‌‌is‌‌common‌‌in‌‌airports.‌‌The‌‌risk‌‌of‌‌attack‌‌                               
can‌‌be‌‌minimized‌‌by‌‌making‌‌sure‌‌any‌‌public‌‌networks‌‌the‌‌users‌‌connect‌‌to‌‌while‌‌in‌‌the‌‌airport‌‌                                 
are‌ ‌secured‌ ‌and‌ ‌have‌‌updated‌‌protections‌‌as‌‌well‌‌as‌‌other‌‌measures.‌‌With‌‌man-in-the-middle‌‌                         
attacks,‌‌the‌‌data‌‌can‌‌be‌‌stolen‌‌and‌‌viewed‌‌and‌‌possibly‌‌altered‌‌if‌‌they‌‌have‌‌the‌‌credentials‌‌-‌‌if‌‌                                   
they‌‌don't‌‌have‌‌the‌‌credentials‌‌the‌‌requests‌‌will‌‌fail.‌‌Man-in-the-middle‌‌attacks‌‌are‌‌much‌‌more‌‌                           
lethal‌‌when‌‌data‌‌is‌‌not‌‌encrypted.‌‌Another‌‌attack‌‌that‌‌results‌‌from‌‌Man‌‌in‌‌the‌‌middle‌‌attacks‌‌is‌‌                                 
replay‌‌attacks,‌‌so‌‌replaying‌‌an‌‌action‌‌from‌‌the‌‌past.‌‌This‌‌action‌‌may‌‌cause‌‌issues‌‌if‌‌done‌‌at‌‌the‌‌                                   
incorrect‌ ‌time‌‌and‌‌may‌‌cause‌‌an‌‌effect‌‌on‌‌real-world‌‌processes.‌‌This‌‌is‌‌solved‌‌with‌‌the‌‌use‌‌of‌‌                                 
HTTPS‌ ‌because‌ ‌there‌ ‌is‌ ‌protection‌ ‌at‌ ‌the‌ ‌network‌ ‌layer‌ ‌level.‌ ‌ 

‌ 
Mitigation‌ ‌Measures‌ ‌ 
Cyber‌ ‌Security‌ ‌Tenets‌ ‌ 
ARKE‌‌technology‌‌mitigates‌‌the‌‌risk‌‌involved‌‌with‌‌cyberattacks‌‌by‌‌satisfying‌‌the‌‌core‌‌information‌‌                         
security‌ ‌tenants.‌ ‌ARKE‌ ‌data‌ ‌is‌ ‌transferred‌ ‌with‌ ‌confidentiality,‌ ‌integrity,‌ ‌availability,‌‌                   
authentication,‌ ‌and‌ ‌nonrepudiation‌ ‌in‌ ‌mind.‌ ‌In‌ ‌order‌ ‌to‌ ‌protect‌ ‌data‌ ‌mechanisms‌ ‌that‌‌prevent‌‌                         
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attacks‌ ‌such‌ ‌as‌ ‌access‌ ‌controls,‌ ‌encryption,‌ ‌and‌ ‌firewalls‌ ‌are‌ ‌used.‌ ‌To‌ ‌detect‌ ‌cyber‌ ‌attacks‌‌                           
audit‌‌logs‌‌and‌‌intrusion‌‌detection‌‌systems‌‌are‌‌utilized.‌‌And‌‌In‌‌the‌‌event‌‌of‌‌a‌‌cyberattack,‌‌there‌‌                               
exist‌ ‌backups‌ ‌and‌ ‌the‌ ‌ability‌ ‌to‌ ‌run‌ ‌computer‌ ‌forensics‌ ‌on‌ ‌the‌ ‌event.‌ ‌ 

‌ 
Zero-Trust‌ ‌Architecture‌ ‌ 
Another‌ ‌element‌ ‌that‌ ‌is‌ ‌included‌ ‌with‌ ‌the‌‌ARKE‌‌Technology‌‌is‌‌a‌‌zero-trust‌‌architecture‌‌(ZTA).‌‌                           
This‌ ‌ZTA‌ ‌is‌ ‌a‌ ‌set‌ ‌of‌ ‌guiding‌ ‌principles‌ ‌for‌ ‌system‌ ‌design‌ ‌and‌ ‌operations‌ ‌with‌ ‌the‌ ‌goal‌ ‌of‌‌                                 
preventing‌ ‌data‌ ‌breaches.‌ ‌This‌ ‌improves‌ ‌the‌ ‌security‌ ‌posture‌ ‌of‌ ‌the‌ ‌ARKE‌ ‌technology‌‌                       
architecture.‌ ‌The‌ ‌platform‌ ‌is‌ ‌designed‌ ‌with‌ ‌the‌ ‌principle‌ ‌of‌ ‌least‌ ‌privilege‌ ‌in‌ ‌mind.‌ ‌The‌‌                           
importance‌ ‌of‌ ‌this‌ ‌is‌ ‌evident‌ ‌within‌ ‌many‌ ‌federal‌ ‌agencies‌ ‌with‌ ‌sensitive‌ ‌information‌ ‌being‌‌                         
asked‌ ‌to‌ ‌move‌ ‌towards‌ ‌zero-trust‌ ‌principles‌ ‌for‌ ‌many‌ ‌years‌ ‌with‌ ‌some‌ ‌being‌ ‌FISMA,‌ ‌Risk‌‌                           
Management‌ ‌Framework‌ ‌(RMF),‌ ‌Federal‌ ‌Identity,‌ ‌Credential,‌ ‌Access‌ ‌Management‌ ‌(FICAM)‌‌                 
and‌‌Trusted‌‌Internet‌‌Connections‌‌(TIC).‌‌These‌‌agencies‌‌align‌‌closely‌‌with‌‌the‌‌requirements‌‌met‌‌                         
by‌ ‌ARKE’s‌ ‌utilization‌ ‌of‌ ‌AWS‌ ‌GovCloud.‌ ‌A‌ ‌main‌ ‌focus‌ ‌of‌ ‌ZTA‌ ‌is‌ ‌to‌ ‌lessen‌ ‌uncertainties‌ ‌by‌‌                               
implementing‌ ‌authorization‌ ‌processes‌ ‌while‌ ‌still‌ ‌maintaining‌ ‌efficiency‌ ‌of‌ ‌the‌ ‌application.‌ ‌This‌‌                     
implementation‌ ‌of‌ ‌ZTA‌ ‌principles‌ ‌and‌ ‌utilization‌ ‌of‌ ‌AWS‌ ‌GovCloud‌ ‌will‌ ‌be‌ ‌ARKE’s‌ ‌way‌ ‌of‌‌                           
ensuring‌ ‌any‌ ‌information‌ ‌shared‌ ‌by/between‌ ‌users‌ ‌is‌ ‌secure‌ ‌and‌ ‌does‌ ‌not‌ ‌comprise‌ ‌either‌‌                         
party’s‌ ‌personal‌ ‌information.‌ ‌All‌ ‌data‌ ‌within‌ ‌our‌ ‌platform‌ ‌must‌ ‌be‌ ‌correct,‌ ‌isolated‌ ‌from‌‌                         
unauthorized‌ ‌use,‌ ‌and‌ ‌obfuscated‌ ‌if‌ ‌an‌ ‌attack‌ ‌occurs.‌ ‌ 

‌ 
AWS‌ ‌GovCloud‌ ‌Integration‌ ‌ 
To‌ ‌mitigate‌ ‌this‌‌very‌‌important‌‌risk‌‌of‌‌cyber‌‌attacks‌‌ARKE‌‌Technology‌‌will‌‌integrate‌‌ArkeCloud‌‌                           
(AWS‌ ‌GovCloud)‌ ‌along‌ ‌with‌ ‌its‌ ‌security‌ ‌benefits.‌ ‌The‌ ‌extra‌ ‌classification‌ ‌of‌ ‌AWS‌ ‌GovCloud‌‌                         
compared‌‌to‌‌just‌‌using‌‌the‌‌regular‌‌AWS‌‌is‌‌needed‌‌because‌‌the‌‌ARKE‌‌technology‌‌will‌‌be‌‌used‌‌                               
to‌ ‌transmit‌ ‌privately‌ ‌secured‌ ‌information‌ ‌such‌ ‌as‌ ‌floor‌ ‌plans‌ ‌or‌ ‌designs‌ ‌within‌ ‌the‌ ‌airport‌ ‌to‌‌                             
emergency‌ ‌responders‌ ‌for‌ ‌assistance.‌ ‌Also,‌ ‌another‌ ‌important‌ ‌feature‌ ‌of‌ ‌AWS‌‌GovCloud‌‌is‌‌it‌‌                         
protects‌‌against‌‌Personally‌‌Identifiable‌‌Information‌‌(PII)‌‌which‌‌is‌‌any‌‌personal‌‌information‌‌about‌‌                       
the‌ ‌passenger‌ ‌such‌ ‌as‌ ‌social‌ ‌security‌ ‌number,‌ ‌date‌ ‌of‌ ‌birth‌ ‌or‌ ‌financial‌ ‌records.‌ ‌These‌‌                           
documents‌‌will‌‌be‌‌kept‌‌private‌‌to‌‌the‌‌correct‌‌people‌‌but‌‌also‌‌can‌‌be‌‌used‌‌to‌‌identify‌‌people‌‌on‌‌                                   
the‌ ‌scene‌ ‌by‌ ‌responders.‌ ‌ ‌   

Another‌‌element‌‌of‌‌AWS‌‌GovCloud‌‌that‌‌fits‌‌closely‌‌to‌‌the‌‌structure‌‌of‌‌ArkeLive‌‌and‌‌ArkeSafe‌‌is‌‌                               
the‌ ‌identity‌ ‌management‌ ‌of‌ ‌AWS.‌ ‌This‌‌gives‌‌the‌‌Airport‌‌management‌‌the‌‌ability‌‌to‌‌restrict‌‌the‌‌                             
sensitive‌‌information‌‌based‌‌on‌‌the‌‌individual,‌‌time‌‌of‌‌day‌‌or‌‌location.‌‌It‌‌is‌‌also‌‌possible‌‌to‌‌select‌‌                                 
which‌ ‌API‌ ‌calls‌ ‌the‌ ‌users‌ ‌can‌‌make.‌‌This‌‌is‌‌a‌‌useful‌‌tool‌‌for‌‌Airport‌‌management‌‌as‌‌they‌‌can‌‌                                   
restrict‌ ‌certain‌ ‌phone‌ ‌numbers‌ ‌on‌ ‌a‌ ‌contact‌ ‌list‌ ‌given‌‌to‌‌the‌‌passenger‌‌through‌‌a‌‌secure‌‌link,‌‌                               
based‌ ‌on‌ ‌up-to-date‌ ‌events.‌ ‌It‌ ‌is‌ ‌also‌ ‌helpful‌ ‌to‌ ‌be‌ ‌able‌ ‌to‌ ‌set‌ ‌up‌ ‌clearance‌ ‌levels‌ ‌to‌ ‌limit‌‌                                   
access/transfer‌ ‌of‌ ‌classified‌ ‌documents‌ ‌to‌ ‌appropriate‌ ‌parties.‌ ‌ ‌   

The‌ ‌other‌ ‌benefit‌ ‌of‌ ‌AWS‌ ‌GovCloud‌ ‌(US)‌ ‌Regions‌ ‌is‌ ‌that‌ ‌multiple‌ ‌security‌ ‌and‌ ‌compliance‌‌                           
requirements‌ ‌are‌ ‌met.‌ ‌Some‌ ‌of‌ ‌these‌ ‌include‌ ‌FedRAMP,‌ ‌FISMA,‌ ‌SRG,‌ ‌U.S.‌ ‌ITAR,‌ ‌CJIS‌ ‌and‌‌                           
NIST.‌ ‌These‌ ‌compliances‌ ‌help‌ ‌us‌ ‌to‌ ‌ensure‌ ‌that‌ ‌ARKE‌ ‌is‌ ‌taking‌ ‌all‌ ‌the‌ ‌necessary‌ ‌steps‌ ‌to‌‌                               
minimize‌ ‌the‌ ‌risk‌ ‌of‌ ‌a‌ ‌data‌ ‌breach‌ ‌during‌ ‌transfer‌ ‌of‌ ‌sensitive‌ ‌data.‌ ‌ 

‌ 
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Cryptography‌‌ ‌  
Every‌ ‌client-side‌ ‌and‌ ‌server-side‌ ‌device‌ ‌communicates‌ ‌using‌ ‌the‌ ‌Transport‌ ‌Layer‌ ‌Security‌‌                     
(TLS)‌ ‌protocol.‌ ‌With‌ ‌this‌ ‌technology,‌ ‌the‌ ‌packets‌ ‌and‌ ‌data‌ ‌sent‌ ‌to‌ ‌and‌ ‌from‌ ‌the‌ ‌platform‌ ‌is‌‌                               
confidential‌ ‌with‌ ‌end-to-end‌ ‌AES-256‌‌encryption‌‌enforced.‌‌The‌‌data‌‌can‌‌only‌‌be‌‌decrypted‌‌by‌‌                         
the‌ ‌holder‌ ‌of‌ ‌the‌ ‌valid‌ ‌shared‌ ‌secret‌ ‌key,‌‌which‌‌is‌‌negotiated‌‌via‌‌perfect‌‌forward‌‌secrecy‌‌with‌‌                               
the‌ ‌Ephemeral‌ ‌Diffie-Hellman‌ ‌key‌ ‌exchange.‌‌TLS‌‌also‌‌provides‌‌integrity,‌‌where‌‌the‌‌client-side‌‌                       
can‌ ‌verify‌ ‌the‌ ‌digital‌‌certificate‌‌that‌‌is‌‌attached‌‌to‌‌the‌‌shared‌‌key‌‌belongs‌‌to‌‌our‌‌platform.‌‌The‌‌                                 
digital‌‌certificate‌‌is‌‌issued‌‌by‌‌a‌‌trusted‌‌Certificate‌‌Authority‌‌to‌‌verify‌‌authenticity‌‌of‌‌the‌‌client‌‌and‌‌                               
server.‌‌All‌‌data‌‌that‌‌is‌‌stored‌‌on‌‌the‌‌platform‌‌is‌‌encrypted‌‌to‌‌reduce‌‌the‌‌impact‌‌of‌‌any‌‌internal‌‌or‌‌                                     
external‌ ‌attackers‌ ‌from‌ ‌accessing‌ ‌the‌ ‌plaintext‌ ‌data‌ ‌that‌ ‌is‌ ‌collected.‌ ‌To‌ ‌access‌ ‌data‌ ‌from‌ ‌a‌‌                             
resource,‌ ‌the‌ ‌credentials‌ ‌must‌ ‌match‌‌the‌‌access‌‌controls‌‌provided‌‌by‌‌their‌‌user‌‌role.‌‌A‌‌token,‌‌                             
which‌ ‌identifies‌ ‌the‌ ‌requester‌ ‌is‌ ‌signed‌ ‌by‌ ‌a‌ ‌HMAC-SHA512‌ ‌algorithm‌ ‌and‌ ‌a‌ ‌secret‌ ‌key,‌ ‌is‌‌                             
required‌‌to‌‌receive‌‌the‌‌data‌‌if‌‌the‌‌requester‌‌is‌‌authorized‌‌and‌‌authenticated.‌‌All‌‌user‌‌passwords‌‌                             
are‌ ‌hashed‌ ‌with‌ ‌a‌ ‌salt‌ ‌before‌ ‌they‌ ‌are‌ ‌stored‌ ‌and‌ ‌the‌ ‌hash‌ ‌function‌ ‌is‌ ‌adaptive,‌ ‌making‌ ‌the‌‌                                 
result‌ ‌resistant‌ ‌to‌ ‌brute‌ ‌force‌ ‌attacks.‌ ‌ 

‌ 
Poor‌ ‌Personal‌ ‌Device‌ ‌Internet‌ ‌Connection‌ ‌(2)‌ ‌ 
A‌ ‌second‌ ‌potential‌ ‌risk‌ ‌with‌ ‌our‌ ‌technology‌ ‌is‌ ‌what‌ ‌happens‌ ‌if‌ ‌the‌ ‌user‌ ‌has‌ ‌slow‌ ‌or‌ ‌fading‌‌                                 
internet‌ ‌connection‌ ‌from‌ ‌a‌ ‌personal‌‌data‌‌connection‌‌service‌‌such‌‌as‌‌Verizon,‌‌AT&T,‌‌or‌‌a‌‌WiFi‌‌                             
connection.‌ ‌This‌ ‌could‌ ‌potentially‌ ‌delay‌ ‌the‌ ‌user‌‌in‌‌response‌‌and‌‌make‌‌it‌‌hard‌‌for‌‌emergency‌‌                             
responders‌ ‌to‌ ‌get‌ ‌the‌ ‌information‌ ‌they‌ ‌need‌ ‌in‌ ‌a‌‌timely‌‌manner.‌‌The‌‌alerts‌‌sent‌‌to‌‌the‌‌device‌‌                                 
could‌‌be‌‌missed‌‌and‌‌must‌‌be‌‌handled‌‌appropriately.‌‌In‌‌order‌‌to‌‌mitigate‌‌this‌‌risk,‌‌it‌‌would‌‌make‌‌                                 
sense‌ ‌to‌ ‌be‌ ‌compatible‌ ‌with‌ ‌several‌ ‌data‌ ‌infrastructure‌ ‌including‌ ‌all‌ ‌data‌ ‌carriers‌ ‌and‌ ‌any‌‌                           
secure‌ ‌WiFi‌ ‌internet‌ ‌connection‌ ‌within‌ ‌the‌ ‌airport.‌‌Stale‌‌data‌‌can‌‌occur‌‌where‌‌the‌‌information‌‌                           
may‌ ‌not‌ ‌reflect‌ ‌the‌ ‌real‌ ‌world‌ ‌state‌ ‌of‌ ‌the‌ ‌response.‌ ‌This‌ ‌can‌‌be‌‌mitigated‌‌by‌‌acknowledging‌‌                               
that‌ ‌the‌ ‌data‌ ‌is‌ ‌not‌ ‌relevant‌ ‌or‌ ‌useful.‌ ‌ 

Incorrect‌ ‌Navigation‌ ‌Routing/‌ ‌Response‌ ‌Information‌ ‌(3)‌ ‌ 
Another‌‌risk‌‌that‌‌would‌‌apply‌‌to‌‌ARKE‌‌technology’s‌‌solution‌‌would‌‌be‌‌the‌‌possibility‌‌of‌‌incorrect‌‌                             
navigation‌ ‌or‌ ‌providing‌ ‌incorrect‌ ‌information.‌ ‌When‌ ‌incorrect‌ ‌navigation‌ ‌happens‌ ‌in‌ ‌the‌‌                     
ArkeMobile‌‌app‌‌the‌‌emergency‌‌responder‌‌could‌‌become‌‌distraught‌‌and‌‌waste‌‌valuable‌‌minutes‌‌                       
rerouting‌‌his‌‌response‌‌coordination.‌‌This‌‌is‌‌mitigated‌‌by‌‌ensuring‌‌failures‌‌are‌‌handled‌‌to‌‌ensure‌‌                           
client-side/user‌ ‌side‌ ‌input‌ ‌and‌ ‌response‌ ‌is‌ ‌fast‌‌and‌‌accurate.‌‌Any‌‌abnormal‌‌state‌‌or‌‌condition‌‌                           
returned‌‌to‌‌the‌‌application‌‌must‌‌be‌‌handled‌‌without‌‌interrupting‌‌normal‌‌operation.‌‌‌This‌‌makes‌‌it‌‌                           
of‌‌importance‌‌to‌‌make‌‌sure‌‌the‌‌functionality‌‌of‌‌using‌‌a‌‌navigation‌‌in-app‌‌can‌‌be‌‌easily‌‌canceled‌‌                               
or‌ ‌reloaded‌ ‌if‌ ‌necessary.‌ ‌Also,‌ ‌there‌ ‌should‌ ‌be‌ ‌options‌ ‌to‌ ‌link‌ ‌to‌ ‌multiple‌ ‌different‌ ‌popular,‌‌                             
well-known‌‌navigation‌‌apps‌‌such‌‌as‌‌Waze,‌‌Google‌‌Maps‌‌or‌‌Apple‌‌Maps‌‌just‌‌in‌‌case‌‌one‌‌has‌‌a‌‌                                 
problem‌ ‌with‌ ‌a‌ ‌specific‌ ‌destination‌ ‌input.‌ ‌ 

Disruption‌ ‌of‌ ‌Real‌ ‌Life‌ ‌Tasks‌ ‌(4)‌ ‌ 
An‌ ‌additional‌ ‌risk‌ ‌to‌ ‌consider‌ ‌while‌ ‌utilizing‌ ‌ARKE‌ ‌technology‌ ‌data‌ ‌analytics‌ ‌is‌‌                       

the‌‌disruption‌‌of‌‌the‌‌ability‌‌to‌‌use‌‌other‌‌applications‌‌that‌‌might‌‌also‌‌be‌‌needed‌‌at‌‌the‌‌time.‌‌Also,‌‌                                   
using‌‌ArkeMobile‌‌could‌‌distract‌‌users‌‌from‌‌real-life‌‌live‌‌events/tasks.‌‌This‌‌could‌‌be‌‌for‌‌example‌                           
when‌ ‌a‌ ‌first‌ ‌responder‌ ‌is‌ ‌driving‌ ‌a‌ ‌vehicle‌ ‌to‌ ‌the‌ ‌scene‌ ‌in‌ ‌response‌ ‌to‌ ‌an‌ ‌emergency.‌ ‌Worst‌‌                                 
case‌ ‌scenario‌ ‌is‌ ‌they‌ ‌are‌ ‌alone‌ ‌in‌ ‌pursuit‌ ‌and‌ ‌have‌ ‌to‌ ‌drive‌ ‌and‌ ‌use‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌for‌‌                                   
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updates‌ ‌simultaneously.‌ ‌In‌ ‌this‌ ‌case,‌ ‌it‌ ‌is‌ ‌important‌ ‌to‌ ‌make‌ ‌sure‌ ‌the‌ ‌user‌ ‌interface‌ ‌on‌ ‌the‌‌                               
platform‌ ‌is‌ ‌simplistic‌ ‌and‌ ‌efficient.‌ ‌It‌ ‌is‌ ‌also‌ ‌important‌ ‌to‌ ‌also‌ ‌allow‌ ‌for‌ ‌quick‌ ‌cancellation‌ ‌of‌‌                               
navigation‌ ‌directions‌ ‌if‌ ‌an‌ ‌alternation‌ ‌in‌ ‌location‌ ‌occurs‌ ‌during‌ ‌the‌ ‌pursuit.‌ ‌The‌ ‌design‌ ‌of‌ ‌the‌‌                             
application‌ ‌is‌ ‌critical‌ ‌in‌ ‌order‌ ‌to‌ ‌ensure‌ ‌that‌ ‌all‌ ‌users‌ ‌can‌ ‌interact‌ ‌with‌ ‌the‌ ‌app‌ ‌efficiently.‌ ‌ 

Emergency‌ ‌Management‌ ‌Communications‌ ‌Systems‌ ‌Disruption‌ ‌(5)‌ ‌ 
A‌ ‌last‌ ‌potential‌ ‌risk‌ ‌with‌ ‌this‌ ‌technology‌ ‌is‌ ‌the‌ ‌possibility‌ ‌of‌ ‌weather‌‌conditions‌‌                         

causing‌ ‌a‌ ‌disruption‌ ‌in‌ ‌emergency‌ ‌communications.‌ ‌In‌ ‌this‌ ‌situation‌ ‌it‌ ‌would‌ ‌be‌ ‌vital‌ ‌to‌ ‌have‌‌                             
effective‌‌and‌‌functioning‌‌communication‌‌between‌‌citizens‌‌in‌‌danger‌‌and‌‌emergency‌‌responders‌‌                     
to‌ ‌ensure‌ ‌their‌ ‌safety.‌ ‌That‌ ‌is‌ ‌why‌ ‌the‌ ‌ARKE‌ ‌technology‌ ‌will‌ ‌provide‌ ‌isolated‌ ‌redundant‌‌                           
cloud-based‌‌service.‌‌The‌‌cloud‌‌based‌‌service‌‌ensures‌‌that‌‌as‌‌long‌‌as‌‌the‌‌user‌‌is‌‌able‌‌to‌‌access‌‌                                 
the‌ ‌internet‌ ‌they‌ ‌are‌ ‌able‌ ‌to‌ ‌input‌ ‌their‌ ‌data‌ ‌simultaneously‌ ‌along‌ ‌with‌ ‌other‌ ‌users.‌ ‌ 
‌ 

‌   
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APPENDIX‌ ‌H‌ ‌|‌ ‌USE‌ ‌CASE‌ ‌-‌ ‌FAA‌ ‌TECH‌ ‌CENTER‌ ‌FIRE,‌ ‌2012‌ ‌ 

Location‌‌(Egg‌‌Harbor‌‌Township,‌‌NJ):‌‌‌The‌‌William‌‌J.‌‌Hughes‌‌Technical‌‌Center‌‌is‌‌the‌‌national‌‌                           
scientific‌ ‌test‌ ‌base‌ ‌for‌ ‌the‌ ‌FAA.‌ ‌The‌ ‌Center‌ ‌is‌ ‌home‌ ‌to‌ ‌the‌ ‌New‌ ‌Jersey‌ ‌177th‌ ‌Air‌ ‌National‌‌                                 
Guard,‌ ‌US‌ ‌Coast‌ ‌Guard,‌ ‌Federal‌ ‌Air‌ ‌Marshals,‌ ‌Transportation‌ ‌Security‌ ‌Lab‌‌and‌‌encompases‌‌                       
5,000‌ ‌acres‌ ‌of‌ ‌property,‌ ‌over‌ ‌300‌ ‌buildings,‌ ‌approximately‌ ‌3.5‌ ‌million‌ ‌square‌ ‌feet‌ ‌of‌ ‌office‌‌                           
space,‌‌and‌‌approximately‌‌4,000‌‌employees‌‌(‌FAA,‌‌2020‌).‌‌The‌‌SJTA‌‌Fire‌‌Department‌‌at‌‌Atlantic‌‌                         
City‌ ‌International‌ ‌Airport‌ ‌has‌ ‌recently‌ ‌installed‌ ‌ARKE‌ ‌at‌ ‌it’s‌ ‌department.‌ ‌The‌ ‌Tech‌ ‌Center‌‌                         
Operations‌ ‌Manager‌ ‌‌James‌ ‌Connett‌ ‌recently‌ ‌completed‌ ‌an‌ ‌emergency‌ ‌profile‌ ‌via‌ ‌‌ArkeSafe‌‌                     
including‌ ‌building‌ ‌floor‌ ‌plans,‌ ‌average‌ ‌building‌ ‌occupancy,‌ ‌hazardous‌ ‌materials,‌ ‌building‌‌                   
access,‌ ‌and‌ ‌fire‌ ‌protection‌ ‌systems‌ ‌information‌ ‌which‌ ‌is‌ ‌now‌ ‌available‌ ‌to‌ ‌the‌ ‌SJTA‌ ‌Fire‌‌                           
Department‌ ‌in‌ ‌‌ArkeMobile‌.‌ ‌ 
‌ 

Emergency‌ ‌Scenario:‌‌ ‌  
(12:30PM)‌ ‌‌A‌ ‌fire‌‌has‌‌broken‌‌out‌‌on‌‌the‌‌roof‌‌of‌‌building‌‌300.‌‌Three‌‌explosions,‌‌two‌‌large‌‌ones‌‌                                 
followed‌ ‌by‌ ‌a‌ ‌smaller‌ ‌blast‌ ‌have‌ ‌been‌ ‌reported‌ ‌to‌ ‌911‌ ‌by‌ ‌tech‌ ‌center‌ ‌employees.‌ ‌ 

(12:35PM)‌ ‌‌Building‌ ‌alarms‌ ‌have‌ ‌sounded‌‌and‌‌all‌‌1,600‌‌employees‌‌from‌‌building‌‌300‌‌and‌‌316‌‌                           
are‌ ‌being‌ ‌evacuated.‌ ‌Thick‌ ‌white‌ ‌smoke‌ ‌can‌ ‌be‌ ‌seen‌ ‌billowing‌ ‌from‌ ‌the‌ ‌roof,‌ ‌but‌ ‌the‌ ‌exact‌‌                               
origin‌ ‌is‌ ‌unclear.‌ ‌Employees‌ ‌are‌ ‌worried‌ ‌the‌ ‌building‌ ‌may‌ ‌have‌ ‌been‌ ‌victim‌ ‌to‌ ‌a‌ ‌terrorist‌ ‌attack.‌ ‌ 
➔ Employees‌ ‌are‌ ‌able‌ ‌to‌ ‌share‌ ‌their‌ ‌live‌ ‌video‌ ‌of‌ ‌the‌ ‌smoke‌ ‌billowing‌ ‌from‌ ‌the‌ ‌building‌‌                             

from‌ ‌a‌ ‌safe‌ ‌distance‌ ‌directly‌ ‌with‌ ‌the‌ ‌911‌ ‌operator‌ ‌via‌ ‌‌ArkeLive‌ ‌ 

(12:37PM)‌ ‌SJTA‌ ‌Fire‌‌Department‌‌has‌‌been‌‌dispatched‌‌to‌‌the‌‌scene.‌‌Flight‌‌operations‌‌at‌‌ACY‌‌                           
have‌ ‌been‌ ‌halted‌ ‌temporarily.‌‌  
➔ SJTA‌‌Fire‌‌Chief‌‌Nelson‌‌Wiest‌‌and‌‌his‌‌on-duty‌‌firefighters‌‌each‌‌receive‌‌an‌‌alert‌‌on‌‌their‌‌                             

personal‌ ‌cell‌ ‌phones‌ ‌via‌ ‌‌ArkeMobile‌ ‌‌shortly‌ ‌before‌ ‌their‌ ‌station‌ ‌tones‌ ‌ 
➔ Clicking‌ ‌the‌ ‌notification‌ ‌takes‌ ‌them‌ ‌to‌ ‌an‌ ‌‌ArkeLive‌ ‌‌video‌ ‌stream‌ ‌from‌ ‌a‌ ‌Tech‌ ‌Center‌‌                           

parking‌ ‌lot‌ ‌CCTV‌ ‌camera‌ ‌showing‌ ‌smoke‌ ‌billowing‌ ‌from‌ ‌the‌ ‌roof‌ ‌of‌ ‌the‌ ‌building‌.‌ ‌ 

(12:42PM)‌ ‌‌SJTA‌ ‌FD‌ ‌first‌ ‌due‌ ‌engine‌‌arrives‌‌on‌‌scene‌‌and‌‌confirms‌‌this‌‌is‌‌a‌‌working‌‌fire.‌‌The‌‌                                 
off-duty‌‌recall‌‌has‌‌already‌‌been‌‌activated‌‌by‌‌the‌‌Chief‌‌via‌‌‌ArkeMobile‌.‌‌Mutual-aid‌‌departments‌‌                         
at‌ ‌Pomona,‌ ‌Bayview,‌ ‌Farmington‌ ‌and‌ ‌Galloway‌ ‌Township,‌ ‌and‌ ‌NJ‌ ‌State‌ ‌police‌ ‌have‌ ‌been‌‌                         
dispatched.‌ ‌ 
➔ SJ‌TA‌ ‌FD‌ ‌deploys‌ ‌a‌ ‌UAS‌ ‌connected‌ ‌via‌ ‌‌ArkeAPI‌ ‌‌with‌ ‌a‌ ‌thermal‌ ‌imaging‌ ‌camera‌ ‌to‌‌                           

identify‌ ‌the‌ ‌source‌ ‌of‌ ‌the‌ ‌smoke.‌‌The‌‌UAS‌‌and‌‌remote-pilot‌‌locations‌‌are‌‌made‌‌visible‌‌                           
on‌ ‌ArkeMobile‌ ‌with‌ ‌the‌ ‌live‌ ‌video‌ ‌feed‌ ‌streaming‌ ‌from‌ ‌the‌ ‌UAS‌ ‌to‌ ‌‌ArkeMobile‌‌ ‌  

➔ Chief‌ ‌Wiest‌ ‌and‌ ‌his‌ ‌incident‌ ‌commanders‌ ‌can‌ ‌see‌ ‌mutual-aid‌ ‌departments‌ ‌and‌‌                     
additional‌‌resources‌‌on-route,‌‌in‌‌addition‌‌to‌‌building‌‌access,‌‌floor‌‌plans,‌‌utility‌‌shut-offs,‌‌                       
FDC/sprinkler‌‌connections,‌‌flammable‌‌and‌‌hazardous‌‌materials‌‌in‌‌or‌‌around‌‌the‌‌building‌‌                     
via‌ ‌his‌ ‌tablet‌ ‌running‌ ‌‌ArkeMobile‌ ‌ 

(12:45PM)‌ ‌Additional‌ ‌SJTA‌ ‌FD‌ ‌resources‌ ‌are‌ ‌on‌ ‌scene‌ ‌and‌ ‌firefighters‌ ‌are‌ ‌entering‌ ‌the‌‌                         
building.‌ ‌EMS‌ ‌is‌ ‌standing‌ ‌by‌ ‌on‌ ‌scene‌ ‌to‌ ‌receive‌ ‌casualties.‌‌ ‌  
➔ Mut‌ual-Aid‌ ‌department‌ ‌volunteers‌ ‌receive‌ ‌notifications‌ ‌on‌ ‌their‌ ‌personal‌ ‌devices‌ ‌with‌‌                   

directions,‌ ‌building‌ ‌floor‌ ‌plans,‌ ‌live‌ ‌video‌ ‌from‌ ‌on-scene,‌ ‌and‌ ‌their‌ ‌response‌ ‌ETA‌ ‌ 
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➔ Chief‌ ‌Wiest‌ ‌can‌ ‌see‌ ‌the‌ ‌GPS‌ ‌position‌ ‌of‌ ‌each‌ ‌firefighter‌ ‌and‌ ‌truck‌ ‌on‌ ‌the‌ ‌map‌ ‌via‌‌                               
ArkeMobile‌ ‌ 

➔ Evacuated‌‌Tech‌‌Center‌‌Employees‌‌receive‌‌a‌‌text‌‌notification‌‌via‌‌‌ArkeSafe‌‌‌from‌‌James‌‌                       
Connett‌ ‌informing‌ ‌them‌ ‌of‌ ‌th‌e‌ ‌situation‌ ‌advising‌ ‌them‌ ‌to‌ ‌return‌ ‌home.‌ ‌ 

(1:00PM)‌ ‌‌Pomona,‌ ‌Bayview,‌ ‌Farmington,‌ ‌and‌ ‌Galloway‌ ‌Township‌ ‌have‌ ‌arrived‌ ‌on‌‌scene‌‌and‌‌                       
are‌‌deploying‌‌ladders,‌‌and‌‌water‌‌fighting‌‌to‌‌knock‌‌down‌‌the‌‌fire.‌‌Police‌‌roadblocks‌‌are‌‌in‌‌place‌‌                               
to‌ ‌close‌ ‌access‌ ‌to‌ ‌the‌ ‌Tech‌ ‌Center‌ ‌and‌ ‌the‌ ‌Atlantic‌ ‌City‌ ‌International‌ ‌Airport‌ ‌at‌ ‌Terminal‌ ‌Road.‌ ‌ 
(1:23PM)‌‌‌A‌‌portion‌‌of‌‌the‌‌roof‌‌has‌‌collapsed‌‌on‌‌top‌‌of‌‌firefighters‌‌inside‌‌the‌‌building‌‌who‌‌have‌‌                                 
sustained‌ ‌non‌ ‌life‌ ‌threatening‌ ‌injuries,‌ ‌but‌ ‌are‌ ‌incapacitated.‌‌ ‌  
➔ Their‌ ‌wrist-worn‌ ‌smart‌ ‌sensors‌ ‌have‌ ‌detected‌ ‌a‌ ‌possible‌ ‌fall‌ ‌and‌ ‌notified‌ ‌the‌ ‌incident‌‌                         

commander‌ ‌automatically‌ ‌with‌ ‌an‌ ‌alert‌ ‌through‌ ‌‌ArkeMobile‌ ‌ 
➔ Nearby‌ ‌firefighters‌ ‌are‌ ‌directed‌ ‌to‌ ‌their‌ ‌location‌ ‌and‌ ‌able‌ ‌to‌ ‌perform‌ ‌a‌‌safe‌‌extrication‌‌                           

from‌ ‌the‌ ‌building‌ ‌ 
(1:45PM)‌ ‌‌The‌ ‌fire‌ ‌has‌‌been‌‌contained‌‌and‌‌firefighters‌‌are‌‌working‌‌to‌‌extinguish‌‌the‌‌remaining‌‌                           
hot‌ ‌spots‌ ‌on‌ ‌the‌‌roof‌‌and‌‌in‌‌affected‌‌areas‌‌of‌‌the‌‌building.‌‌Dark‌‌black‌‌clouds‌‌are‌‌approaching‌‌                                 
from‌ ‌the‌ ‌south.‌ ‌ 
➔ UAS‌‌operations‌‌over‌‌the‌‌scene‌‌continue‌‌to‌‌provide‌‌an‌‌eye‌‌in‌‌the‌‌sky‌‌to‌‌ensure‌‌water‌‌is‌‌                                 

being‌ ‌deployed‌ ‌effectively‌ ‌and‌ ‌to‌ ‌identify‌ ‌residual‌ ‌hot-spots‌ ‌on‌ ‌the‌ ‌roof.‌ ‌ 
➔ Incident‌ ‌command‌ ‌is‌ ‌automatically‌ ‌alerted‌ ‌of‌ ‌high-potential‌‌for‌‌lightning‌‌in‌‌the‌‌area‌‌via‌‌                         

ArkeMobile‌ ‌‌and‌ ‌ladder‌ ‌operators‌ ‌are‌ ‌instructed‌ ‌to‌ ‌return‌ ‌to‌ ‌ground.‌ ‌ 
(2:30PM)‌‌‌Firefighters‌‌have‌‌extinguished‌‌the‌‌roof‌‌blaze‌‌and‌‌are‌‌continuing‌‌to‌‌check‌‌for‌‌hot‌‌spots‌‌                             
and‌ ‌embers‌ ‌that‌ ‌may‌ ‌have‌ ‌spread‌ ‌further‌ ‌into‌ ‌the‌ ‌building.‌ ‌ 
➔ Rapid‌‌Damage‌‌Assessments‌‌are‌‌completed‌‌inside‌‌the‌‌building‌‌conducted‌‌by‌‌firefighters‌‌                     

via‌ ‌ArkeMobile‌ ‌and‌ ‌made‌ ‌available‌ ‌to‌ ‌Atlantic‌ ‌County‌ ‌Fire‌ ‌Marshal‌ ‌Harold‌ ‌“Whitey”‌‌                       
Swartz,‌ ‌and‌ ‌Egg‌ ‌Harbor‌ ‌Township‌ ‌and‌ ‌State‌ ‌Police‌ ‌fire‌ ‌investigators‌ ‌ 

➔ Automated‌‌After-Action‌‌Reports‌‌are‌‌generated‌‌by‌‌ArkePortal‌‌for‌‌later‌‌review‌‌by‌‌incident‌‌                       
command‌‌including‌‌every‌‌time-stamped‌‌action,‌‌video‌‌source,‌‌and‌‌personnel‌‌movement‌‌                   
during‌ ‌the‌ ‌operation.‌ ‌ 

➔ 911‌ ‌callers‌ ‌and‌ ‌tech‌ ‌center‌ ‌employees‌‌receive‌‌text‌‌notifications‌‌that‌‌the‌‌building‌‌is‌‌not‌‌                           
safe‌ ‌for‌ ‌re-entry‌ ‌until‌ ‌further‌ ‌notice.‌ ‌(‌ArkeSafe‌)‌ ‌ 

➔ 911‌ ‌callers‌‌and‌‌tech‌‌center‌‌employees‌‌also‌‌receive‌‌text‌‌notifications‌‌asking‌‌for‌‌positive‌‌                         
feedback‌‌on‌‌the‌‌quality‌‌of‌‌response‌‌service,‌‌and‌‌any‌‌other‌‌information‌‌pertaining‌‌to‌‌the‌‌                           
incident.‌‌This‌‌data‌‌collection‌‌is‌‌automated‌‌via‌‌‌ArkeSafe‌‌‌and‌‌is‌‌stored‌‌in‌‌the‌‌‌ArkeCloud‌‌                           
for‌ ‌later‌ ‌review‌ ‌in‌ ‌‌ArkePortal‌.‌ ‌ 

➔ The‌ ‌individual‌ ‌response‌ ‌record‌ ‌is‌ ‌made‌ ‌available‌ ‌to‌ ‌James‌ ‌Connett‌ ‌to‌ ‌submit‌ ‌to‌ ‌the‌‌                           
insurance‌ ‌company‌ ‌for‌ ‌claims‌ ‌processing.‌ ‌ 

‌ 
The‌ ‌scenario‌ ‌above‌ ‌is‌ ‌based‌ ‌on‌ ‌eye-witness‌ ‌accounts‌ ‌of‌‌the‌‌actual‌‌events‌‌of‌‌the‌‌June‌‌22nd,‌‌                               
2012‌ ‌Tech‌ ‌Center‌ ‌building‌ ‌300‌ ‌and‌ ‌316‌ ‌fire‌ ‌which‌ ‌caused‌ ‌2.1‌ ‌million‌ ‌dollars‌ ‌of‌ ‌damage,‌‌                             
displaced‌ ‌230‌ ‌tech‌ ‌center‌ ‌employees,‌ ‌disrupted‌ ‌national‌ ‌air‌ ‌traffic‌ ‌control,‌ ‌and‌ ‌left‌ ‌three‌‌                         
firefighters‌ ‌in‌ ‌the‌ ‌hospital‌ ‌with‌ ‌non‌ ‌life-threatening‌ ‌injuries.‌ ‌No‌ ‌FAA‌ ‌employees‌ ‌were‌ ‌injured‌‌                         
during‌ ‌the‌ ‌incident‌ ‌(‌Press‌ ‌of‌ ‌Atlantic‌ ‌City‌,‌ ‌2020).‌ ‌ 

‌ 
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https://pressofatlanticcity.com/news/breaking/faa-tech-center-fire-forces-evacuation-of-1-600-employees-in-egg-harbor-township/article_8a6b1bf2-bc8e-11e1-90a9-001a4bcf887a.html
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APPENDIX‌ ‌K‌ ‌|‌ ‌DESIGN‌ ‌ASSUMPTIONS‌ ‌DETAIL‌ ‌ 
1. Airport‌ ‌Security‌ ‌/‌ ‌Emergency‌ ‌Management‌ ‌stakeholders‌ ‌are‌ ‌open‌ ‌to‌ ‌implementing‌ ‌new‌‌ 

technology‌ ‌ 
2. Airport‌ ‌Operators‌ ‌recognize‌ ‌the‌ ‌‌positive‌ ‌financial‌ ‌impacts‌‌ ‌of‌ ‌increased‌ ‌emergency‌‌ 

management‌ ‌performance‌ ‌and‌ ‌enhanced‌ ‌safety‌ ‌for‌ ‌their‌ ‌customers‌ ‌ 
○ Insurance‌ ‌companies‌ ‌recognize‌ ‌the‌ ‌risk‌ ‌reduction‌ ‌impacts‌ ‌of‌ ‌increased‌‌ 

emergency‌ ‌management‌ ‌effectiveness‌ ‌when‌ ‌evaluating‌ ‌pricing‌ ‌&‌ ‌coverage‌ ‌ 
3. Airport‌ ‌Budgets‌ ‌can‌ ‌support‌ ‌the‌ ‌cost‌ ‌to‌ ‌acquire,‌ ‌integrate,‌ ‌and‌ ‌sustain‌ ‌a‌ ‌subscription‌ ‌to‌‌ 

the‌ ‌ARKE‌ ‌platform‌ ‌ 
4. First‌ ‌Responders‌ ‌have‌ ‌the‌ ‌means‌ ‌to‌ ‌supply‌ ‌either‌ ‌their‌ ‌own‌ ‌personal‌ ‌device,‌ ‌or‌ ‌a‌‌ 

department‌ ‌issued‌ ‌device‌ ‌and‌ ‌carry‌ ‌that‌ ‌with‌ ‌them‌ ‌during‌ ‌their‌ ‌duty‌ ‌shift‌ ‌ 
5. Sufficient‌ ‌internet‌ ‌connection‌ ‌/‌ ‌infrastructure‌ ‌to‌ ‌maintain‌ ‌a‌ ‌stable‌ ‌connection‌ ‌anywhere‌‌ 

within‌ ‌response‌ ‌area‌ ‌ 
6. Emergency‌ ‌Operations‌ ‌Center‌ ‌(EOC)‌ ‌willing‌ ‌to‌ ‌authorize‌ ‌access‌ ‌to‌ ‌share‌ ‌certain‌ ‌data‌‌ 

with‌ ‌the‌ ‌ARKE‌ ‌platform‌ ‌(video‌ ‌feeds,‌ ‌dispatch‌ ‌notifications,‌ ‌pre-plan‌ ‌information‌ ‌etc.)‌ ‌ 
7. Emergency‌ ‌Management‌ ‌leadership‌ ‌is‌ ‌open‌ ‌to‌ ‌sharing‌ ‌(limited)‌ ‌response‌ ‌information‌‌ 

securely‌ ‌with‌ ‌local‌ ‌departments‌ ‌during‌ ‌mutual‌ ‌aid‌ ‌operations‌ ‌ 

‌   
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APPENDIX‌ ‌L‌ ‌|‌ ‌ABBREVIATIONS‌ ‌&‌  ‌DEFINITIONS‌ ‌ 
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Acronym‌ ‌  Meaning‌‌ ‌  
ACY‌ ‌  Atlantic‌ ‌City‌ ‌International‌ ‌Airport‌ ‌ 

ADS‌ ‌  Applied‌ ‌Digital‌ ‌Solution‌ ‌ 

AEP‌ ‌  Airport‌ ‌Emergency‌ ‌Plan‌ ‌ 

API‌ ‌  Application‌ ‌Programming‌ ‌Interface‌ ‌ 

ARFF‌ ‌  Aircraft‌ ‌Rescue‌ ‌and‌ ‌Firefighting‌ ‌ 

AWS‌ ‌  Amazon‌ ‌Web‌ ‌Services‌ ‌ 

CAD‌ ‌  Computer‌ ‌Aided‌ ‌Dispatch‌ ‌ 

CCTV‌ ‌  Closed‌ ‌Circuit‌ ‌Television‌ ‌ 

CJIS‌ ‌  Criminal‌ ‌Justice‌ ‌Information‌ ‌Services‌ ‌ 

DHS‌ ‌  Department‌ ‌of‌ ‌Homeland‌ ‌Security‌ ‌ 

EIR‌ ‌  Explosives‌ ‌Incident‌ ‌Report‌ ‌ 

EMS‌ ‌  Emergency‌ ‌Medical‌ ‌Services‌ ‌ 

EMT‌ ‌  Emergency‌ ‌Medical‌ ‌Technician‌ ‌ 

EOC‌ ‌  Emergency‌ ‌Operations‌ ‌Center‌ ‌ 

FAA‌ ‌  Federal‌ ‌Aviation‌ ‌Administration‌ ‌ 

FCC‌ ‌  Federal‌ ‌Communications‌ ‌Commission‌‌ ‌  

FEDRAMP‌ ‌  Federal‌ ‌Risk‌ ‌and‌ ‌Authorization‌ ‌Management‌ ‌Program‌ ‌ 

FEMS‌ ‌  Fire‌ ‌and‌ ‌Emergency‌ ‌Medical‌ ‌Services‌ ‌ 

FICAM‌ ‌  Federal‌ ‌Identity,‌ ‌Credential,‌ ‌and‌ ‌Access‌ ‌Management‌ ‌ 

FIPS‌ ‌  Federal‌ ‌Information‌ ‌Processing‌ ‌Standards‌ ‌ 

FISMA‌ ‌  Federal‌ ‌Information‌ ‌Security‌ ‌Management‌ ‌Act‌ ‌ 

FOD‌ ‌  Foreign‌ ‌Object‌ ‌Detection‌ ‌ 

GDPR‌ ‌  General‌ ‌Data‌ ‌Protection‌ ‌Regulation‌ ‌ 

HAZMAT‌ ‌  Hazardous‌ ‌Materials‌ ‌ 

ICS‌ ‌  Incident‌ ‌Command‌ ‌System‌ ‌ 

iOS‌ ‌  iPhone‌ ‌Operating‌ ‌System‌ ‌ 

IoT‌ ‌  Internet‌ ‌of‌ ‌Things‌ ‌ 

ITAR‌ ‌  International‌ ‌Traffic‌ ‌in‌ ‌Arms‌ ‌Regulations‌ ‌ 

NEMSIS‌ ‌  National‌ ‌Emergency‌ ‌Medical‌ ‌Services‌ ‌Information‌ ‌System‌ ‌ 

NFIRS‌ ‌  National‌ ‌Fire‌ ‌Incident‌ ‌Reporting‌ ‌System‌ ‌ 

NFPA‌ ‌  National‌ ‌Fire‌ ‌Protection‌ ‌Association‌ ‌ 

NIMS‌ ‌  National‌ ‌Incident‌ ‌Management‌ ‌System‌ ‌ 



‌ 
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‌ 
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HIPAA‌ ‌  Health‌ ‌Insurance‌ ‌Portability‌ ‌and‌ ‌Accountability‌ ‌Act‌ ‌ 

NIST‌ ‌  National‌ ‌Institute‌ ‌of‌ ‌Standards‌ ‌and‌ ‌Technology‌ ‌ 

HITECH‌ ‌  Health‌ ‌Information‌ ‌Technology‌ ‌for‌ ‌Economic‌ ‌and‌ ‌Clinical‌ ‌Health‌ ‌Act‌ 

PCI-DSS‌ ‌  Payment‌ ‌Card‌ ‌Industry‌ ‌Data‌ ‌Security‌ ‌Standard‌ ‌ 

PII‌ ‌  Personally‌ ‌Identifiable‌ ‌Information‌ ‌ 

PSAP‌ ‌  Public‌ ‌Safety‌ ‌Answering‌ ‌Point‌ ‌ 

RMF‌ ‌  Risk‌ ‌Management‌ ‌Framework‌ ‌ 

RRA‌ ‌  Rapid‌ ‌Response‌ ‌Area‌ ‌ 

SBIR‌ ‌  Small‌ ‌Business‌ ‌Innovation‌ ‌Research‌ ‌ 

SDVOB‌ ‌  Service-Disabled‌ ‌Veteran-Owned‌ ‌Business‌‌ ‌  

SWOT‌ ‌  Strength‌ ‌Weakness‌ ‌Opportunity‌ ‌and‌ ‌Threat‌ ‌ 

TIC‌ ‌  Trusted‌ ‌Internet‌ ‌Connection‌ ‌ 

TLS‌ ‌  Transport‌ ‌Layer‌ ‌Security‌ ‌ 

TSA‌ ‌  Transportation‌ ‌Security‌ ‌Agency‌ ‌ 

UAS‌ ‌  Unmanned‌ ‌Aerial‌ ‌System‌ ‌ 

UI‌ ‌  User‌ ‌Interface‌ ‌ 

UX‌ ‌  User‌ ‌Experience‌ ‌ 

WWD‌ ‌  Cape‌ ‌May‌ ‌Airport‌ ‌ 

ZTA‌ ‌  Zero-Trust‌ ‌Architecture‌ ‌ 


